








AHOTALIS

Jlumnomua po6oTta MiCTUTh 48 CTOPIHOK MOSCHIOBAJIBHOI 3aIUCKU, 28 pUCYHKIB,
2 monatku Ta 15 BUKOPHUCTAHUX JKEPET.

Ils pobota BKItOUae po3poOKy Opay3epHOi CHCTEMH KOHTPOJIIO BHKOHAHHS
3aBganb “‘DutyDesk”. ¥V mpoekTi Oyid BHKOPHCTaHI CydacHI BeOTEXHOJIOTII:
Java, Spring Boot, Spring Data JPA, Spring Web, Spring Security, RESTful APIs,
OpenAPI/Swagger, PostgreSQL, Maven, OOP, Git, CSS, HTML, JavaScript,
Typescript, Angular, Angular Material, SCSS, Google Cloud Platform (GCP),

Docker, Nginx. Merta cuCTEMH — KOHTPOJIb BUKOHAHHS CIIVKOOBHX OOOB'SI3KIB Ta
, Ng Tp Y

JOPYYCHb.

Kniwwuosi cnosa: Angular, ingpopmayiiina cucmema, éeb6zacmocyrox, RESRful

APls, Spring Boot.

ABSTRACT

The diploma thesis contains 48 pages of explanatory notes, 28 figures, 2
appendices and 15 sources.

This work includes the development of a browser-based task management
system “DutyDesk”. This project used modern web technologies: Java, Spring Boot,
Spring Data JPA, Spring Web, Spring Security, RESTful APIs, OpenAPI/Swagger,
PostgreSQL, Maven, OOP, Git, CSS, HTML, JavaScript, Typescript, Angular,
Angular Material, SCSS, Google Cloud Platform (GCP), Docker, Nginx. The purpose

of the system is to monitor the performance of official duties and assignments.

Keywords: Angular, information system, web application, RESRful APIs,

Spring Boot.



TEXHIYHE 3ABJIAHHSA

Po3pobuTH cucteMy KOHTPOJIIO BUKOHAHHS 3aBAab “DutyDesk” 3 MoxHBicTIO
neperisily, M0/aBaHHs, BUIYYCHHS, IMiITBEP/PKEHHS Ta CTBOPEHHS IO MIa0JOHY
¢dakTiB BUKOHaHHSI 000B’sI3KIB. MeTa CUCTEeMHU — KOHTPOJIb BUKOHAHHS CITY>KOOBHX
00O0B'sI3KIB Ta IOPYYCHb.

Jlns  3a0e3nedeHHs MIHIMAJIbHO HEOOXITHOTO (YHKIIOHATY peajizyBaTh
HACTYITHE:

1. Cmopinka suxonasyie
1.1. Ilepermnsn BUKOHABIIIB
1.2. Tlepermsim TpbOX OCTAaHHIX HEMITBEP/PKEHUX 3aBIaHHSA  I1HIIHMX
KOPHCTYBayiB
1.3. Ilepermsia TppOX OCTaHHIX HE3aKIHUYCHUX BJIACHUX 3aBJIaHb
2. Cmopinka 3a60aHb
2.1. JlerampHUii ieperiis 3aBaaHb IHIIMX KOPUCTYBadiB a00 BIACHUX
2.2.  @ikcarliss BAKOHAHHS BIIACHUX 3aB/IaHb
2.3. Bupnanenss 3anucy npo BUKOHAHHS 3aBJIaHHS
2.3.1. HeMOXJIMBICTh BUAQINUTH TIATBEPKCHUN 3aITHC TTPO BUKOHAHHS
3aBIaHHS
2.3.2. MOoXIUBICTh BUJAICHHS BJACHOTO HE MiATBEPKEHOTO 3aITUCY PO
BUKOHAHHS JIJIs1 3BUMAHOTO KOPUCTyBadya
2.3.3. MoXIuBICTh BUJAJIECHHS 0000 HE MiATBEPKEHOTO 3aIUCy PO
BUKOHAHHS JIJI aJIMIHICTpaTopa
2.4. 3wmiHa cTaTycCy BIACHOTO 3aBJIaHHs
2.5. Ilepernsa HallBUKOPUCTOBYBAHIIINX IA0JIOHIB
2.6. 3pyuHuil NouIyk maodIoHiB
3. Cmopinka wabaouis 0is 3a80aHb
3.1. Tlepernsan mabaoHiB A BCIX KOPUCTYBAUiB
3.2.  CrtBopeHHs 1ma0JI0HIB JIMIIIE JIJIST aIMIHICTpaTopa
3.3. Moaudikarris mabaoH1B JIUIIIE AJIg aAMIHICTpaTopa
3.4. BunaneHHs 1ma6JIOHIB JUIIIE JJIs aIMIHICTpaTopa
4. Cmopinka n102iny ma peecmpayii
4.1. PeectpyBaTu MOXe JIUIIIE aIMIHICTPATOP
5. Ilon-an 3minu é1acHo2o napomnio
6. AnomnimHull Kopucmysay
6.1. Bxig BinOyBaeThcs yepe3 0co0JIMBE MOCUITaHHS
6.2. Bci  uymmBi  jgaHi  IHIIMX ~ KOPUCTYyBadiB ~ MaioTh  OyTu
KOH(D1IEHITIaTi3yBaTHCH.

B npoekTi pekoMeHj0BaHO BUKOPHUCTATH TaKi TEXHOJIOTII sK: Java, Spring Boot,
Spring Data JPA, Spring Web, Spring Security, RESTful APIs, OpenAPI/Swagger,
SQL, PostgreSQL, Maven, OOP, Git, CSS, HTML, JavaScript, Typescript, Angular,
Angular Material, SCSS, Google Cloud Platform (GCP), Docker, Nginx.
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IHEPEJIIK CKOPOYEHDb TA YMOBHHUX IIO3HAYEHD

AGILE — rayuka MeTom010T1s

CI/CD — aBromatu3oBaHe pO3ropTaHHS
CLI — xoHconpHUY iHTEPDETC

JSON — TekcroBuii popmar

REST — apxiTeKTypHUI CTUIIb
RESTFUL — crangaptaumii iHTepdeiic
SCRUM — xomananuii ppeiiMBOpK
SPA — 0THOCTOPIHKOBH 3aCTOCYHOK
Ul — BizyanbsHut iHTEpdEiic

UML — mozens npoeKkTyBaHHS

UX — kopucTyBallbKui JOCBI
WORKFLOW — nporiec po6oTu

XML — po3miTka 1aHuX

bJl — 6a3a manux

BEKEH/I — cepBepHa Jjiorika
EHAITOIHTHU — Touku gocrymy
CITPUHTHU — KOpOTKI 1IHTEpBAIN
®POHTEH]/I — inTepdeiic kopuctyBaua



BCTYII

CyuyacHi tenaeHIli nudpoBizalii yrnpaBIiHCHKUX IMPOIECIB Y pi3HUX cdepax
TISUTBHOCTI BUCYBAaIOTh HOBI BUMOTHU JO 1HCTPYMEHTIB KOHTPOJIO, MJIAHYBaHHS Ta
MOHITOPUHTY BHUKOHAHHS CIY>KO0BHX OO0OB's3KiB. B ymoBax 3pocTaHHS 00CsTiB
iH(dOopMartii, TMHAMIKU 3MIH Yy 3aBJaHHSX Ta BUCOKHX BUMOT IO BiIMOBIJATBHOCTI
MpaliBHUKIB, BAXKJIUBUM € CTBOPEHHS €(PEKTUBHUX 3aCO0IB KOHTPOIIO BHUKOHAHHSA
JOpYyYEHb.

binbmiicte  oprasizamii  CbOroJIHI BHUKOPHCTOBYIOTH 3arajibHi  CHUCTEMU
VOPABIIHHSA MNPOEKTAMHU, SIKI HE 3aBXKJIW aJalTOBAHI IiJl NOTPEOM BHYTPIIIHBOTO
KOHTPOJTIO CIY>KOOBHX 3aBJlaHb Ta 000B'A3KiB. BiJICYTHICTh MOXKJIMBOCTI IIIBUJIKOTO
CTBOPECHHSI TUIIOBUX 3aB/laHb, KOHTPOJIIO iX BUKOHAHHS, MIATBEPIKEHHSA (aKTiB
BUKOHAHHSI a00 CBOE€YACHOTO pearyBaHHS Ha 3aTPUMKH MOXKE TPU3BOJUTH [0
3HIDKEHHS ~ €(EKTUBHOCTI  yOpaBiIiHHS, JAyOJtOBaHHA 1 abo  BTpaTu
B1JIIOB1JAJILHOCTI.

AxkmyanvHicms memu JOCTIIDKCHHS 3yMOBJIeHa TOTpeOO0 B  Ppo3poOIli
CHEN1aTI30BAHOT0 IHCTPYMEHTY JJId VYIOPABIIHHS Ta KOHTPOJIIO BUKOHAHHS
cny>k00Bux 3aBinaHb — cucteMu "DutyDesk", sxa 3abe3neunth mpo3opuii mporec
BIJICTe)KCHHSI BUKOHAHHSI O0OB'SI3KIB Ta CTBOPSHHS TUIIOBUX I1a0JIOHIB 3aB/IaHb.

00'ekmom Oocnidxcenna € TpolleC OpraHizaiii Ta KOHTPOJIIO BUKOHAHHS
CiIy>k00BHUX 3aBJaHb Y MEXax MU(PPOBOTO CepeOBHUIIIA.

Ilpeomemom OocnidrcenHs BUCTYNMAIOTh METOIU Ta 3aco0M PO3pPOOKH
iHOpMaIIHHUX CUCTEM [IJIsl YIOpaBiiHHSA OOOB'SI3KaMU: MOJENl IPeICTaBIICHHS
3a1a4, 1HTepdeiicu g KOpUCTyBaIlbKOi B3aeMOJI1i Ta MexaHI3Mu ¢ikcarii pakTiB
BUKOHAHHSI.

Memow pobomu € po3podka ¢yHKIioHaNIBHOI cuctemu "DutyDesk" s
KOHTPOJIIO BUKOHAHHS 3aBaHb, fKa JO03BOJISIE 3MIMCHIOBATH 1X JOJIaBaHHS,
penaryBaHHs, MIATBEPJKEHHS BHKOHAHHS, a TakKoX (opMyBaHHS 3aBIaHb 3a
11a0JI0HOM.

I[JI?I JOCATHCHHA MCTU I[OCJ'IiI[)KeHHH nepez[6aqu0 BUKOHAHHS TaKUX 3A80AHD.



— NIpOaHaIi3yBaTH ICHYIOU1 POrpaMHIi pillieHHs y cepl yIpaBIiHHS
3aBIaHHSIMHU

— po3pobHTH 3arajbHy apXiTeKTypy cuctemu DutyDesk

— peali3yBaTu ME€XaHi3M CTBOPEHHS, peAaryBaHHs Ta BUAAICHHS CITyKOOBUX
3aBJaHb

— 3a0e3neunTH (iKcaIliio Ta maATBepKeHHs (HaKTiB BAKOHAHHS 3aBJaHb

— CTBOPHTHU CUCTEMY IIAOJIOHIB AJisi JOPMYBAHHS TUIIOBUX 3aBJaHb

— BIIPOBAAMUTH 3pYUHHI KOPUCTYBAIbKUI iHTEpdeiic 3 ypaxyBanusm UX/UI
MPAKTHK.

[IpakTuHe 3HaueHHs poOOTH TOJSArae y CTBOPEHHI YHIBEPCAJIBHOTO
IHCTPYMEHTY BHYTPIIIHBOTO KOHTPOJIO, SIKUHA MOKe OyTH BIIPOBAKCHHUHN Y MaJIUX
OiIpUeMCTBaAX a0 OpraHizamisax JJid MOKpalleHHS MPO30pOCTi  IMPOIIECiB,
MIIBHUINCHHS  BIAMOBIJAJBHOCTI  IPAIlIBHUKIB Ta  CIPOIICHHS  YIPaBIIHHSA

CITy>KOOBUMH O0OB'sI3KAMH.



PO3/LJI 1. CTAH TPOBJIEMHOI OBJIACTI

1.1 Onuc npodJemMHoi 001acTi

VY HeBenMKMX KOMMaHisX e(EeKTHBHE YMPaBIIHHS BHYTPIIIHIMUA MPOIECaMU
94acTO 3aJIEKUTh HE CTUIBKH BiJl CKJIQJHUX KOPIOPATUBHHUX CHCTEM, SIK BIJ YITKOI
oprasizailii BUKOHaHHS IIOJICHHUX 3aBJlaHb, ITPO30POTO JelieTyBaHHS 00OB'SI3KIB Ta
BIJIMTOBIIaJILHOTO KOHTPOJTIO. Y TaKUX KOJEKTUBAX 3a3BUYail BIICYTHI CHIeIliai30BaH1
[T-pimeHHst 171 MOHITOPUHTY BUKOHAHHS CIy>)KOOBHX JTIOpPY4Y€Hb, & 3aMICTh I[bOT'O
BUKOPUCTOBYIOThCS HE(hOpMaJIbHI 1HCTPYMEHTU - HAIMpPHUKIIAJ], KOMYHIKaIlis 4yepe3
MECEH/KEPH, CIIEKTPOHHY MOIITY a00 Tabmuti. Lle mpu3BoauTh 40 BTpAaTH KOHTPOIIO
1 10 HEBUKOHAHHS BAXKJIUBUX O00B'SI3KIB.

[Ile onHiero MpoOIEMOIO € BIICYTHICTh CUCTEMATUYHOTO MIIX0Ty 110 (ikcalii Ta
MiTBEP/>KEHHS] BUKOHAHHSI TIOCTABJICHUX 3a7a4. B ymMmoBax oOMeKeHUX pecypciB Ta
06araro(yHKIIIOHATLHOCTI CHIBPOOITHUKIB, KEPIBHUKMA HE 3aBXKAH MalOTh 3MOTY
OTICPAaTHBHO TIEPEBIPATH CTAaH BUKOHAHHS KOXKHOTO 3aBIaHHS BpydHy. Lle cTBOproe
PUBHUKHU TIEPEHECEHHS CTPOKIB, 3HWIKEHHS BIAMOBIAAIBHOCTI, a TaKOX YCKJIQJIHIOE
aHani3 e()eKTUBHOCTI MPalliBHUKIB.

binbmiicTh 1CHYIOUMX CHUCTEM YIPABIIHHS TPOEKTaMH (HAmpukian, Asana,
Trello, Jira) opieHTOBaHI Ha MWUPOKI (PYHKIIOHATBHI MOKIUBOCTI, LIO0 YacTO €
Ha[MipHUMH JUISl MaJloro Gi3Hecy. IX BIpoBa/uKeHHS TOTpedye Yacy, 10AaTKOBOTO
HaBUaHHSA TMEpCOHay Ta (iHAHCOBUX BUTpAT. [l HEBEIMKUX KOMIMAHIN, e
BXJIMBOIO € MPOCTOTA, MIBUAKICTh aJanTallli Ta 4iTKICTh y BiJoOpakKeHH1 3aBJiaHb,
TaKi IHCTPYMEHTH HE 3aBXK/U € BUIIPABIAHUMHU.

Taxum unHOM, icCHY€ OTpeda y MPOCTid, IHTYITUBHIA CUCTEMI JJIsi KOHTPOJIIO
CITy’00BUX 00OB'SI3KIB, SIKA T03BOJIUTH:

— (bixcyBatu (hakT BUKOHAHHS 3aBJIaHHS;
— TIpAIffOBATH 31 CTAHAAPTHUMHU MA0JIOHAMU 3aB/IaHb;

— OTPUMYBATH 3arajibHy KapTUHY BUKOHAHHS 0€3 CKJIQJHUX 3BiTiB;
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— aJlanTyBaTUCS 1]l CTPYKTYPY Ta MOTPpeOU KOHKPETHOTO KOJICKTHUBY 0e3

3alBOr0 HAaBaHTAXXECHHS.

Po3pobOka Takoi cucremu — DutyDesk — m03BONHTH MajavM TMiANPHEMCTBAM
aBTOMATHU3YBaTH PYTHUHHI ACIIEKTH KOHTPOJIIO, IOKPAIINUTH BHYTPIIIHIO IUCHUILTIHY
Ta 3MCHIIWTU BTpaTH, NOB'S3aHI 3 JIOACHKUM (akTopoM, 0e3 HEOOXiIHOCTI

BIIPOBA/KEHHS BAXKKUX KOPIIOPATUBHUX PIlLICHb.
1.2 Icuyroui anasnoru

Trello — e nerkwmii 1 3py4yHuii BeOcepBic, IKHH BHUKOPHCTOBYE METOJIOJIOTIIO
KaHOaH JUIS Bi3yaJbHOTO YIPAaBIiHHS 3aBIAHHSAMH. MOro OCHOBAa — NOUIKH, SKi
CKJIaJaroThed 31 cruckiB (Hanpukian, "[lnan", "Y nponeci”, "T'oToBo") Ta KapTOK —
KOHKpeTHUX 3aBaaHb [12]. KopucrtyBaui MOXyTh NEpETATYBaTH KapTKH MK

CITUCKAaMH, THM CaMHM 3MIHIOIOYHM CTaTyCcH BUKOHaHHS (puc. 1.1).

3 @ Trello Wworkspaces v Recent v Starred v Create Q Search ® 4

™ Board v Process Tracking ¥ Acme, Inc. : Mo?:& Invite
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EEED - L)

-+ Add a card

i

OFebs &2/3 "

-+ Add a card

[}

® Jan 3

+ Add a card

Pucynok 1.1 — Intepoeiic Trello

OcHoOBHI (QyHKIIII:
— MPOCTHUH Bi3yaJlbHUI 1HTEp(DEIC;
— MIPU3HAYCHHS BiIMOBIAALHUX 32 3aB/IaHHS;
— J0JIaBaHHS TET1B, J¢/UIalHIB, BKIAACHbD,
— KOMEHTapi, YeKJIICTH, HaralyBaHHS,

— inrerparii uepe3 Power-Ups (Slack, Google Drive Toro).
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ITepesaru:

— 1IeJIbHUH ST HEBEIUKUX KOMAaH/T;

— MIBUAKUM y HABYAHHI;

— THYYKHUH y HaJallITyBaHHI 3aBJISKH I1a0JI0HAM;

— 0e3KOITOBHUM 0a30BUM Tapud.

Henoomiku:

— BIJICYTHICTb pO3TaTyKeHOI iepapXxii 3a1a4;

— MIHIMaJIbH1 MOYKJIMBOCTI JJIs1 aHAIITHKY;

— 00MeKeHICTh 0€3KOIITOBHOI BEPCil Y KIJIBKOCT1 PO3IIUPEHb.

Trello migxoauTe A8 HEBENUKHX OpraHizaulii, fKi IIyKalTh MNPOCTHH 1

BI3yaJIbHO 3pYYHUN 1HCTPYMEHT YIPaBIIHHS 3aBIaHHIMHU 0€3 CKIaJHUX TEXHIYHUX

HaJIallITYBAHb.

Jira — me npodeciiiHUN IHCTPYMEHT I YIPABIIHHS MPOEKTAMH, SIKHMA

NepeBaXHO BUKOPHUCTOBYEThCs B [ T-cepi, ocodbmiBo mns Agile- ta Scrum-mporecis.

Po3pobaenuii komnaniero Atlassian, BiH J103BOJISIE BiJCTEKYBAaTH IMOMMIIKH, BECTH

OeKJIoT, CIIPUHTH, 3a/1a4i 3 YiTKUMHU 3B's13kaMu Mk HUMH (puc. 1.2) [11].

i % Jira Yourwork Projectsv Filters~ Dashboards v People~ Plans~ Apps v
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Roadmap
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Issues
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Releases

Project pages

0@k OB

Add item

o]

Project settings

Board

Q  QuickFilters v

TODOS

Engage Jupiter Express for
outer solar system travel

SPACE TRAVEL PARTNERS

BA s €

Create 90 day plans for all
departments in the Mars Office

Engage Saturn's Rings Resort
as a preferred provider

SPACE TRAVEL PARTNERS

QA 0

Enable Speedy SpaceCraft
as the preferred

IN PROGRESS £

Requesting available flights
is now taking > 5 seconds

QA s @

Engage Saturn Shuttle Lines
for group tours

SPACE TRAVEL PARTNERS

BA ®

Establish a catering vendor
to provide meal service

Engage Saturn Shuttle Lines
for group tours

CODE REVIEW

Register with the Mars
Ministry of Revenue

Pucynok 1.2 — Intepdeiic Jira

Q Search

* Q0 9D

Release

DONE 8

Homepage footer uses an
inline style-should use a class

LARGE TEAM SUPPORT
B A 0

Engage JetShuttle
SpaceWays for travel

SPACE TRAVEL PARTNERS

OAs 0

Engage Saturn Shuttle Lines
for group tours

SPACE TRAVEL PARTNERS

VI €

Establish a catering vendor
to provide meal service
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OcHoBHI (hyHKIIII:

— MIATpUMKa OaraTopiBHEBOI i€papXii 3aBIaHb (EIMiKy, 3a/1a4i, Mi3a1a4i);
— THYyYKe HaJallTyBaHHs poOounx mporeciB (Workflow);

— Bi3yaJri3allis IPOEKTIB 3a TOMOMOTo10 kanban Ta SCrum-ao1ioxk;

— posmmpeHa cucteMa 3BiTHOCTI Ta aiarpam (burndown charts, velocity);
— inTerpariis 3 Bitbucket, Confluence, Slack, GitHub Tomro.

Ilepesaru:

— MAXOIUTH JJIs1 KOMaH pO3pOOKH Ta CKIATHUX TEXHIYHUX MTPOEKTIB;
— IMMOBHA KacTOMi3allis MMPOIIECIB;
— MOTY>KHA AaHAJIITHKA.

Henmomixu:

— BHCOKa CKJIQJHICTh Y BUKOPUCTAHHI JIJIsl HETEXHIYHUX KOPUCTYBAUiB;
— BHMMAarae HaJIallTyBaHb Ta ajanTaiiii;
— TUTaTHA Mignucka (6e3komToBHO - 10 10 KopucTyBayiB).

Jira — nie BuOIp st KOMaH I, Je MOTPIOHO YITKO KOHTPOJIIOBATH BEJTUKUN 00CST
3a/1a4 3 JIETAIbHUMU 3B'sI3KaMU, POJISIMU Ta 3BITHICTIO. J[JIs1 Malmux KOMMaHIH, sIK1 HEe
MaloTh OTPEOU B CKJIAAHOMY IMPOIECHOMY MiJXO0/1, CUCTEMa MOKe OYTH 3aHaTO
TPOMI3KOIO.

Notion — 1ie yHiBepcaJbHUN THCTPYMEHT JUIS HOTATOK, 0a3 JaHuX, TaOJUIb,
Bi3yallbHUX CTPYKTYp Ta ynpapiiHHs konTeHToM [13]. Moro MoxHa agantyBaty mix

Oynp- sIKI BHYTPIIIHI TPOIIECH KOMITaHil, BKJIIOYAIOYU YIPABIIHHS 3aBJIaHHIMHU

(puc.1.3).
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Templates

import f# Employee Directory = Benefits Policies

Trash

Pucynok 1.3 — Intepdeiic Notion
OcHOBHI (pyHKIIII:

— CTBOPEHHS CTOPIHOK 13 BOYJOBaHUMH OJOKaMH (TEKCT, TAOJMIN, TOIIKH,
KaJieHaapi);
— MATpUMKA 11a0JIOHIB Ta 0a3 TaHMX;
— Kojabopailisi B peajibHOMY 4aci;
— MOKJIMBICTB iMopTy 3 iHmX cucteM (Trello, Asana);
— CHJIbHA KacTOMI3aIlis ITi/1 BJacHI MOTpeOHu.
[lepesaru:
— HaJI3BUYaiiHa THYYKICTb;
— noeHye (YHKINT opranaiizepa, Biki, MEHEXKEpa 3aB/IaHb;
— 1/1ealIbHUM JJI BEJICHHS MA0JIOHHUX CITY>KOOBHX 00O0B'SI3KIB 200 YECKJIICTIB;
— 100pe nparroe AJis JOKYMEHTOOOITY Ta KOHTEHT-MEHEKMEHTY.

Henmomixu:

— He Mae "roToBO1" JIOTIKY YIPaBIIHHS 33Jja4aMHt - yCE HAJAIIITOBYETHCS BPYUHY;
— 00MeKEeHI MOYITMBOCTI JIJISI KIIACHYHOTO TIPOEKTHOTO MEHE/KMEHTY;
— moTpeOye Yacy Ha CTBOPEHHS CTPYKTYP.

Notion — me matdopma, 0 Haikpamie Mmigidae KoOMaHaaM, SKi XO4yTh
00'eTHaTH JTOKYMEHTAIlll0, 11a0JOHU Ta CHUCTEMY 3aJad B OJIHOMY CEPEeAOBHII. Y
KOHTEKCTI KOHTPOJIO CIY>KOOBUX OOOB'SI3KIB J1a€ IIUPOKI MOMJIMBOCTI IS
mabnoHizamii Ta (ikcamii, omHaK HE Mae BOYJOBaHOI CHUCTEMH CIIOBIIEHb YH
CTaTyCiB BUKOHAHHS 0€3 JI0JaTKOBUX HAJIAIITYBaHb.

3 orJisAly Ha HasiBHI PilICHHS, BUHUKAE MOTpeda po3poOJICHHS YHIBEPCATBLHOTO
THCTPYMEHTY, SIKUii OM MO€IHYBaB y cO01 Kpallll XapaKTEpUCTUKUA HAsIBHUX aHAJIOTIB
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Ta BOJHOYAC X04a O YaCTKOBO BHUPIIIYBaB MOIIMPEHI MPOOJIEMH y KOPHUCTYBaHHI

HHUMMH.
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PO3/LJI 2. IH®OOPMAIIIMHE 3ABE3IIEYEHHSA

2.1 OcHOBHI acnieKTH BeOPO3pPOOKHU NMPOEKTY

TeopeTnyHi OCHOBH pPO3pOOKM BeOCAWTy OXOIUTIOIOTH 3HAYHUN OOCST 3HAHB,
BKJIIOUAIOYM TEXHOJIOTIYHI AaCHEeKTH, apXITeKTypy CHUCTEMH, BHOIp HaWKpammx
IHCTPYMEHTIB 1 3a0€3MeUEHHsT HAJIEKHOTO PiBHA Oe3neku. Y cydacHiil BeOpo3poOiii
0CO0JIMBO MOIIMPEHUMH € APXITEKTYPHU 3 YITKUM PO3IUICHHAM (QPOHTEHAY 1 OEKEH Y,
7€ OOMBI YACTUHU MOKYTh PO3BUBATUCS HE3AJIEKHO OJ[HA B1Jl OJIHOI.

Bexena (Backend) BignoBimae 3a 00poOKy JIOTIKH I0AATKY, B3aEMOJIiIO 3 6a3010
JaHuX, 3a0e3MeyeHHs] aBTopu3allii Ta aBTeHTU(iKaIlli, a Takoxk 3a 0o0pooky HTTP-
3anmuTiB Bix KiieHta [14]. YV 1mpoMy mNpoekTi peamizaiis CEpBEPHOi YaCTHHH
3MiicHeHa 3a JjonoMororo Java ta Spring Boot, mo 103BoJisse CTBOPUTH THYYKHH 1
macimtaboBannii RESTful Bebcepgic.

OCHOBHI KOMITOHEHTH:

— Cepgepua  nocika: peanidyerbes sk Hablp REST-kontponepis, ski
BianoBigaroth Ha 3anutd tuny GET, POST, PUT, DELETE. Bouu
OoOpOOJSIOTh 3aMUTH, BUKOHYIOTH O13HEC-JIOTIKY 1 MOBEPTAIOTh BIAMOBIAL Y
dbopmati JSON.

— ba3u oanux: nnsg 30epiraHHs TaHUX BUKOPUCTOBYETHCS pESIliiHA CHUCTEMaA
PostgreSQL, a mns B3aemonii 3 Hewo - Spring Data JPA, mo 3a0e3neuye
3py4YHUH TOCTYI A0 AAHUX 32 JOMOMOIOI0 PEMO3UTOPIiB.

— Besnexa: peanizoBana uepes Spring Security, 3 ypaxyBaHHSIM PO3MEKyBaHHS
poieli (kopucTyBau/aaMiHicTpaTop), 3axucty REST-enamnoinTis ta
0OMEXXEHHS JJOCTYITY JI0 PECYpPCIB.

— Texnonoeii: Java, Spring Boot, Spring Web, Spring Security, Spring Data JPA,
RESTful API, Maven, Docker, GCP.

OcHoBHi niepeBaru Spring Boot:

— Illsuokuii cmapm: MiHIMalIbHa KOH]ITYpaIlist A1l 3aIyCKy MporpamMu 3aBJIsSKU

B6y,[[0BaHI/IM HaJIalITYBAHHAM 3d 3aMOBYYBAHHSIM.
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— Asmomamuuna rongicypayin: Spring Boot aBTOMaTHYHO HAaJAIITOBYE

KOMITOHCHTH 3aJIC)KHO B1J1 010J110TEK Y ITPOEKTI.

— Bbyoosanuii cepsep: HeMae TOTPEOH OKPEMO PO3ropTaTH cepBep (HAMPUKIa,
Tomcat), OCKiJIbKM BiH IHTETPOBAHU.

— Jleexka inmeepayia 3 6azamu danux. depe3 Spring Data JPA ta minrpumky
nonyisipaux CYB/I.

— Poswuprosanicms: MOXIUBICTb T0JaTH MOTPIOHI Moyl (Oe3neka, moira,
WebSocket Tomo) sk 3anexHOCTI.

— Iliompumka REST:. 3pyune ctBopennss RESTful APl depe3 anoTamii
@RestController, @RequestMapping Tor110.

— Hokymenmayiss ma cnintbHoma: BEJIMKa KUIBKICTh PECYpCiB Ta aKTHBHA
CI1JILHOTA PO3POOHHUKIB.

Spring Boot no3Bouisie 30cepeautucs Ha 6i3HEC-JIOT I, 3SMEHIITYIOUH PYTHHHY
poOoTy i1 KOHPIrypariro.

®dpoureny (Frontend) — me wactmHa cucTeMHu, 3 SKOHO O€3MOCEPEIHBO
B3a€EMOJII€ KOpHUCTYyBad. Y I1bOMY IMPO€EKTI BiH peanizoBaHuid sik Single Page
Application (SPA) 3a monmomororo ¢peiimBopky Angular. Ile 3abe3nedye BHCOKY
MIBUAKOAII0, MIHIMAIbHY KIJBKICTh TE€PE3aBAHTAXKEHb CTOPIHKM Ta TUJIABHHUM
KOPHUCTYBAI[bKUI JOCBII.

— Iumepgpeiic xopucmyeaua (Ul): opopMieHHsS €JEeMEHTIB BII0yBa€TbCs 3a
nomomororo Angular Material, o rapanTye cydacHuit Ta aanTHBHHUIA AU3aKH.
Bces norika inTepdeiicy peanizoBana Ha TypeScript.

— 3pyunicme euxopucmanns (UX): SPA-apxiTekTypa 103BOJISIE€ JUHAMIYHO
OHOBITIOBATH BMICT CTOPIHKM 0€3 MOBHOTO MEePE3aBaHTAKECHHSI, 3a0€3MeUy0UH
BHUCOKY IHTEpaKTHBHICTh. Hampukiian, OHOBIIGHHS CHHCKY 3aBJaHb 4YH
MIJTBEP/PKCHHS] BUKOHAHHS BIOYBAETHCS MHUTTEBO 3aBIISIKH ACHUHXPOHHIN
B3aemoii 3 6ekengom yepe3 HTTP-3anutu.

— Apximexmypa komnouwenmis. Angular BUKOPHCTOBYE MOIYJIBbHY CTPYKTYpY,
0 JIO3BOJISIE PO3AUATH 1HTep(deiic Ha He3aleKHI KOMIIOHEHTU (CTOPIHKH,

J1aJIOTH, CIIMCKU, TaOJIUIIl TOIIIO), MOJETIIYIOUH PO3POOKY 1 TECTYBaHHS.
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Texnouorii: HTML, SCSS, TypeScript, Angular, Angular Material, RESTful
API, Git.
OcHogHi epeBaru Angular [15]:
— CmpyxkmyposaHicms ma MoOyIbHICMb. YiTKa apXITEKTypa 3 PO3ALUICHHIM KOy
Ha KOMITOHEHTH, CEpPBICH Ta MOJIyJIi TIOJIETITy€e MacIITaOyBaHHS ¥ MIATPUMKY
MIPOEKTY.
— TypeScript: BHKOPUCTaHHS MOBH, SKa JIOJA€ THIN3aIil0 Ta TOKpaIIye
JUTA0CIBHICTD 1 0€31eKy KoY.
— Jleocmoponne 38'a3yeanns oanux (two-way data binding): aBTomarnuHa
CUHXPOHI3aIllsl MiX MOJCIUII0 Ta MPEACTAaBICHHSIM CIPOIIye poOOTy 3

dbopmamu Tta Ul

— Incmpymenmu  ons pospoorxu: CLI (Angular Command Line Interface)

JT03BOJISIE IBUJIKO CTBOPIOBATH, TECTYBATH Ta 30MPATH MPOEKTH.

— Bbyoosana niompumka RxJS: 3pydHa po0oTa 3 aCMHXPOHHICTIO, MOTOKAMHU

JAHUX 1 pEaKTHBHUM IIPOTPAMYyBaHHSM.
— Angular Material: Ha0ip roroBux, anantuBHUX i ecreTnaHux Ul-KoMIOHEHTIB
JUISL TTBUJIKOT pO3pOOKH 1HTEpdercy.

— Iliompumxa SPA: 3a0esneuye mBHIAKY poOOTy momatka O€3 TOBHOTO
Mepe3aBaHTAKECHHSI CTOPIHKH, 110 MTOKPAITy€e KOPUCTYBAIIbKHHA TOCBI.
B3aemonis pponTenay ta 6exenay. OpoHTeH] 1 OEKEH] B3aEMOIIOTH Yepe3

REST API, mo € cranmapToM ajis nepeaadi JaHUX MiX KIIEHTOM 1 CEPBEPOM Y
dopmati JSON. OCHOBHI IPUHIIUIIH ITI€T B3aEMO/I1 BKIIFOYAIOTh:

— Bukopuctanas HTTP-metoxis (GET mns otpumannst, POST miist cTBOpeHHH,
PUT/PATCH nnsa onoBnennsi, DELETE nns Bunanenns);

— ayTeHTHU((DIKaIIIIO 3aMUTIB 3a JIOMTOMOTOI0 TOKEHIB a00 Ceciif;
— CTaHJAPTHU3ALII0 CTPYKTYPH BIAMOBIICH 1 TOMUIIOK;
— nokymeHnraiito API 3a nonomororo OpenAP| (Swagger), mo noserirye

HIATPUMKY 1 pO3pOOKY KITIEHTCHKOI YACTHHHU.
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Taxe po3aieHHs MK KJIIEHTOM 1 CEPBEPOM J03BOJISIE TOCATTH BUCOKOT
THYYKOCTI, MAaCIlITa0OBAHOCTI Ta PO3MIUPIOBAHOCTI BE€03aCTOCYHKY.
OcHoBHi niepeBaru Bzaemo/ii uepe3 REST API:

— cmanoapmuszosanicms: REST 0Gaszyerscs Ha crammaptaux HTTP-meromax
(GET, POST, PUT, DELETE), mo poburs APl 3po3ymimum i
nepenoavyBaHuM;

— HE3JICKHICTh KJIIEHTA 1 cepBepa: (PpOHTEH]T 1 OEKEHI MOXYTh PO3POOJISATUCH
OKpPEeMO, 3MIHIOBAaTUCh HE3QJIEKHO OJIMH BiJ OJHOTO Ta HaBITh OyTH
HAIlMCAaHUMH Ha PI3HUX TEXHOJOTISX;

— macwmabosanicmes: REST no3Bonse edextuBHO 0oOCIyroByBaTH OaraTto
KJIIEHTIB 1 T0Ope MiXOIUTh JJI BEIMKUX PO3MOJILJIEHUX CHCTEM;

— gpopmam Oanux: oOMiH 1HPopmarliero BinOyBaeTrhesi y dopmari JSON abo
XML, 110 jerko 00po0IIsIEThCS Ha KIIEHTCHKINM CTOPOHI;

— npocmoma inmeepayii: REST API nerko iHTerpyeTbcs 3 iHITUMU CepBicami,
MOOUIBHUMHM JTI0AATKaMU 200 CTOPOHHIMH KJIIEHTAMU;

— rxewysanus: HTTP no3Bosisie BUKOPUCTOBYBATU KEIIyBaHHS BIJMOBIACH, IO
3MEHIIY€E HAaBaHTAXXEHHS Ha CEPBEP 1 MIJABUILYE MBUIKOIIIO;

— ookymenmoganicmos: REST APl nerko omnucyeTbcsi Ta TECTYETbCS 3a

JIOTIOMOTO10 1HCTpYMeHTIB Ha KmtanT OpenAPI (Swagger).

2.2 TlodynoBa nepeBa npodJieM Ta aepeBa Iijiei

EdexktuBne  iHpopmaliiiHO-anropuTtMiyHe — 3a0e3nedyeHHss — BeOcucTeMH
KOHTPOJIFO BUKOHAHHSI CIIy’KOOBHUX OOOB’S3KIB MOTpeOye BCEOIYHOrO MiAXOY, IO
OXOIUIIOE OpraHi3aliifHi, TeXHiuHi, Oe3mekoBi, skicHi Ta UX-acmektu. Jlumre
cuUcTeMHa poOOTa HaJl KOKHUM 13 BUILIE NEPeNIYeHUX MYHKTIB rapaHTy€e HalIMHICTb,
MPO30PICTh 1 MPUUHATHICTD PIIICHHS JJIs1 KIHIIEBUX KOPHUCTYBAUiB.

JUis moYaTtKy pO3IJISHEMO OCHOBHI TPYJHOIII, SIKI MOXYThb BHUHUKATU TPU
BIIPOBAKEHHI Ta €KCIUlyaTalii BEOCUCTEMH E€IEKTPOHHOI'O KOHTPOJIIO BUKOHAHHS

CITyK00BUX 000B’S3KIB Ta IOPYICHb.
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1. Opranizauiiini 6ap’epu
1.1. Heuimke guznaueHnus npoyecis i poneii:
— BIJICYTHICTb CTaHJAaPTU30BAHUX PETIIAMEHTIB POOOYHX MPOLIECIB;
— HEBU3HAUYCHICTh MOBHOBAXEHb Ta BI/IMOBIIAILHOCTEM KOPUCTYBAYiB;
— PO3MOPOIIEHICTH 1HpOPMAILIIi MIXk BiJALTAMH.
1.2. Onip 3minam ma Huzoka Momusayisn
— HeoBipa 10 HOBUX [ T-1HCTPYMEHTIB;
— Opax 3a1[1KaBJIEHOCTI B PO30POCTI KOHTPOJIIO;
— HecTaya KBaJli()IKOBAaHUX «IIPOMOYTEPIBY 13 CEPEIMHU OpraHi3allii.
1.3. Ilpobnemu ynpasninusa sminamu
— BIJICYTHICTb IUTaHY HaBYaHHS Ta NIATPUMKHA KOPHCTYBaYiB;
— HEYITKE KOMYHIKYBaHHs €TariB BIPOBAKCHHSI,

— HEperyJisipHE OHOBJIEHHS MPOLIETYP BIANOBIIHO O 3BOPOTHBOTO 3B’ SI3KY.

2. TexHiYHi BUKJIMKH
2.1. Inmeepayis 3 icHyrouumMu cucmemamu
— pizHopiaHi popmaTu gaHux i API;
— YCKJIaJJHEHa CHHXpOHI3allisl JIOBIAKOBHUX JOBIJHUKIB  (CHIBPOOITHUKH,
M1IPO3/1TIU TOIIIO);
— HEY3TO/DKEHICTh YaCOBUX MOSCIB 1 poO0ouMx rpadikis.
2.2. 3abe3neuenHs HAOIUHOCMI 1l BIOMOBOCMIUIKOCTI
— OaylaHCyBaHHS HABAHTAXXEHHS MPU MIKOBUX 3BEPHEHHSIX;
— MEXaHI3MH1 aBTOMAaTUYHOTO PE3EPBHOTO KOMIIOBAHHS Ta BiIHOBJICHHS,
— TECTYBAaHHSI «KOPOTKHUX) 1 «JIOBTUX» CIICHAP1iB BUKOHAHHS 3aBJIaHb.
2.3. Macwmaboearicmv i npoOyKmMueHicms
— mMBUAKICTH BIATYKY Ul pu BeNuKii KUTBKOCTI BIIKPUTHUX TIOPYYCHB;
— ONTHUMI3AIlS 3aIUTIB 10 0a3U JaHUX;

— I'OPHU30HTAJIbHC MaCHITaGYBaHHH KOMITOHEHTIB CUCTEMH.
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3. be3neka Ta 3aXUCT JaHUX
3.1. Aymenmudpixayis ma asmopusayis
— BrpoBapKeHHs €aquHoi cuctemu SSO/LDAP;
— pO3MEXYBaHHS TIpaB JIOCTYIy 3a PpOSIMH W KOHTEKCTaMH (IIPOEKTH,
1 PO3ILIH);
— OaraTogakTopHa ayTeHTH(IKALIA I KPUTHYHUX OTIepallii.
3.2. Konghioenyitinicmo i yinicuicms ingpopmayii
— mudpyBaHHs gaHuX «Ha TbOTY» (TLS) Ta «B criokoi» (AES);
— KOHTPOJIb BEPCiil JOKYMEHTIB Ta JIOTYBAaHHS 3MiH;
— 3axucT Big SQL-11 ek, XSS 1 CSRF-arak.
3.3. Ayoum i 36imuicmo
— reHepallis JeTadbHUX JIOT1B MO11 (XTO, KOJIU, 1110 3pO0HB);
— aHaJITHKA AaHOMAJIbHUX 11 KOPUCTYBAYiB;

— 30epiranHs 1ICTOpii BAKOHAHHS 3aBAaHb 3a 3000B’3aHUN TEPMiH.

4. SIkicTh 1aHUX i mpoleciB
4.1. Vuighikayia ma eanioayis 66e0eHUx OaGHUX
— enuHa ¢hopma i mabIoH JOpyUYeHb 3 000B’ I3KOBUMHU MOJISIMU;
— TepeBipKa KOPEKTHOCTI TEPMiHIB, TPYIl OTPUMYBaUiB, CTaTyCIB;
— aBTOMATHYHI TPUTEPHU JJIs1 HAarayBaHb PO OPIEHTOBHI CTPOKH.
4.2. Biocmeowcenus cmamycis i SLA

— yiTkuil cratyc-lifecycle: “HoBuii” — “Y poboti” — “3arpumano” —

“BukoHaHO’’;
— BU3HAQYEHHS  TMOKA3HUKIB  MPOJYKTUBHOCTI  (KUIBKICTh  3aBEpPUICHUX
JOPYYECHB/JIEHB);
— HaJIaIITyBaHHS OMOBIIIECHb PO MPOCTPOUCHHSI.
4.3. 36opomuuii 368 30K i 00POOKA BUKTIIOUEHD
— MEXaHi13M KOMEHTYBaHHS/3alUTIB Ha YTOUHEHHS 10 JJOPYUYEHHIO;
— TIpolIeypa ecKaallli «CKIQIHIX» YU «CIIPHUX) 3aB/IaHb;

— aHaJITHKA MPUYHMH 3aTPUMOK 1 BIZTMOB.
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5. UX/UI Ta minTpuMKa KOpHCTYBaviB

5.1. 3pyunicms inmepgheticy

— 1HTYiTHBHI nambopau 31 crarycamu ta KPI,

— (ibTpHU, COPTYBAHHS I MOIIYK 32 PI3HUMHU MTapaMeTpaMu;

— MOO1UThbHA aTANTUBHICTS 711 POOOTH Ha IJIaHIIeTaX/cMapThoHax.
5.2. Jloxymenmayis ma HaguanvbHi Mamepianiu

— OHJIaH-TIOCIOHHMK 13 BIJICO-YPOKaAMHU;

— BOymoBaHa KOHTeKCTHa gonomora (*'tooltips™);

— perynsipHi BeOiHapu Ta “office hours” nmst BupieHHs: NUTaHb.
5.3. Illiompumka ma cynpogio

— ciy»k0a TexHIYHOI mATPpUMKH 13 SLA-yrono1o;

— PO3MO/ILI 3aUTIB 32 IPIOPUTETOM 1 KATETOPISIMU;

— peTryJIsIpHI OHOBJICHHSI 1 BUTIPABIICHHS TTIOMIJIOK.

Ha ocHOBI JneranpbHOro aHamizy TPYIAHOILUIB BIPOBAHKEHHS TpPAJAULIIMHUX
BEOCHCTEM EJEKTPOHHOTO KOHTPOJIO CIYKOOBHUX OOOB’SI3KIB 1 JOPYYCHb
c(hOpMOBAHO roJIOBHY CTPaTeriyHy HiJIb — po3poOKa Ta 3a0e31neueHHs €PEKTUBHOTO
GyHKIIOHYBaHHS BEOCUCTEMH KOHTPOJIIO CITY>KOOBUX 00OB’sI3KIB Ha 0a31 HACTYITHUX
pillleHb:

1. Opeanizayiiine 60ockonanenns (3a0€3MeUyEThCS OPTraHi3allliHUMHU MPOIIETypaMHU
BCEpEIMHI OpraHizallii Ta OIoCePEeKOBAHO CTOCYETHCS PO3POOIIFOBAHOTO TIPOEKTY):
— (opmanizaris poseit 1 mporenyp;
— pO3po0OKa perJaMeHTIB 1 IHCTPYKIIii;
— CTUMYJTIOBaHHSI TIEPCOHATY JI0 BAKOPUCTAHHS CHCTEMH.
2. Texuiuna nadivnicms ma mMacuimabo8aHicms CUCmemMu.:
— iHTerpaitis 3 icHyrounmu [ T-cuctemamu;
— MOJYJBHICTH Ta PO3IIUPIOBAHICTD APXITEKTYPH;
— BHCOKA IMIBUIKO/1S Ta CTAOLUILHICTb.
3. Axicmo i yinicnicmo oanux

— aBTOMaTH4YHa HepeBipKa BBCACHHUX HAHUX,
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— yHidikartis Gopm 1 mabJIoH1B;

— 30epira”Hs icTopii Ta Bepciil JOpyUCHb.
4. 3pyunicms ma niompumka Kopucmyea4is

— IHTYITUBHUI iHTEepQeiic;

— MOO1IbHA JOCTYIHICTB;

— HasBHICTb IHCTPYKLIIH, TOBIIKY 1 HABUAIBHUX MaTepiaiB.
5. Inpopmayitina b6e3nexka ma KOHMPOIL

— PO3MeXKyBaHHS MPaB AOCTYITY;

— ayJuT Ta JOTYBAaHHS /11 KOPUCTYBaUiB;

— 3axXUCT epeaHuX 1 30€peKEHUX JaHUX.

Peanizarrist Takoro nepesa el 3a0e3ne4nTbh CTBOPEHHS €PEKTUBHOI, 3pYUHOI,
Oe3reyHoi Ta MacmTaboBaHOi BEOCHCTEMU KOHTPOJIO CIY>KOOBUX OOOB’SI3KIB Ta
nopy4eHb. Lle 103BOMUTH:

— 3HAYHO MIJBUIIUTH IPO30PICTh YNPABITHCHKUX MPOIIECIB;

— 3a0€3MeUYNTH CBOE€YACHE 1 IKICHE BUKOHAHHS 3aBIaHb;

— 3MEHIIUTH KUTbKICTh TOMHWJIOK Ta BTpAT 1H(OopMallii;

— CTBOPUTH MO3UTUBHUIA JOCBIJl KOPUCTYBAHHS CUCTEMOIO JJIsl BCIX posiel
(Kep1BHUKIB, BUKOHABIIIB, aAMIHICTPaTOPiB);

— 3MIIHUTH UM(POBY NUCUHUILIIHY B OpraHi3allii;

— MAaTy IOCTOBIPHY aHAIITUKY JUIsl IPUIUHATTS YIPABIIHCHKUX PIILIEHb.

VY pesynbTari oprasizailisi OTpUMa€e MOTYKHUN 1HCTPYMEHT JAJIsl IJIaHyBaHHS,
MOHITOPUHTY Ta OLIIHKA €EKTUBHOCTI CIYKOOBOI ISITBHOCTI.

Po3pobsieHa Ha OCHOBI TakuX pillleHb BeOCHCTEMa KOHTPOJIIO CIIyKOOBHX
OOOB’SI3KIB  Ta JOpyYe€Hb MOXE MaTh HHU3KYy TNepeBar HaJa MNONMYyJSpHUMHU
iHCcTpyMeHTaMu Ha 3pa3ok Jira, Trello yu Notion, 3a ymoBu, 1m0 BoHa Oyze
po3pobJieHa TiJT KOHKPETHI TMOTpeOu opradizaiii, 3a0e3Meuyloud BHCOKY
aIaNITUBHICTD 10 CTPYKTYPHU YNIPABIIHHS; JTOKANbHY IHTErPallio 3 JOKYMEHTO00IroM;
MOBHUM KOHTPOJIb O€3MEKH Ta JAaHUX; BIAMOBIIHICTH CIYKOOBHUM pErjiaMeHTaM Ta

ACPKaBHUM BHUMOTI'aM.
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Iomenuiiini nepesazu maxkoi edcucmemu.
— TIOBHA BIATIOBIAHICTh CTPYKTypaMm, CTaTycam, periiaMeHTaMm, OOJiKY;
— THYYKe HaJIAIITYBaHHS I1]] 10CaJ0B1 000B'SI3KH, MOTOIKEHHS;
— MOBHA  JIOKaJi3allis Ta  BIANOBIAHICTE  HOpMaThBaMm  (HANpPUKIAT,
YKPaiHOMOBHICTb);
— MO’KHA TJIMOOKO 1HTErpyBatu 3 BHyTpimHiMU [ T-cuctemamu (Hampukiaz,
JIOKyMEHTOO00IT, KaJIpoBa CUCTEMA);

— OpiEHTOBaHa Ha MOCAJI0B1 THCTPYKIIIT Ta CITyk00B1 TOpy4eHHs (IIPOCTOTA JIJIst
JEPKaBHOTO/MYHIIIUIIAIBHOTO CEKTOPA);
— IOBHUM KOHTPOJIb HAJT XOCTUHIOM, b/l, KypHanamu;

— 0€3 NpUB’S3KHU J0 3aKOPJIOHHUX TIaTHOPM.

2.3 XapakrepucTuku npoekry “DutyDesk”

Onuc ioei npockmy. ['0OBHOIO 1/1€€10 MPOEKTY € po3poOka rmiaaThopmu st
KOHTPOJIIO BHUKOHAHHS CIIy)KOOBHUX OOOB'sI3KiB Ta 3aBaaHb - "DutyDesk", ska
CHeIlajJbHO OPIEHTOBAHA HA TOTPEON MaluX MiANPUEMCTB, TPUBATHUX KOMIIaHIA Ta
HEBEJIMKUX opradizamiii. Cucrtema mnpu3HAY€HA [Ji1 CHOPOILIECHHS TIPOIECY
MOHITOPUHTY, TIATBEPKCHHS Ta aHaJI3y BUKOHAHHS IMIOJEHHUX a00 MEepiouIHUX
3aBAaHb CHIBPOOITHHUKIB.

OcHoBHA MeTa TOJISITa€ B TOMY, IIO0 HagaTH KEpiBHUKAM 1 MpalliBHUKAM
3pYYHUN THCTPYMEHT JJIsi TIPO30pOro 00JIIKY BUKOHAHHS OOOB'S3KIB 0€3 CKJIaJIHUX
KOPIOPATUBHUX CHUCTEM, SIKI YaCTO € TMEPEBAHTAKEHWMH MJII MaJUX CTPYKTYD.
3aBAsSKU MPOCTOMY Ta IHTYITUBHO 3p03yMIJIOMY iHTepdeicy HaBITh KOPUCTyBadi 0e3
TEXHIYHOI MIATOTOBKH 3MOKYTh €(EKTUBHO MPALIOBATH 3 CUCTEMOIO.

Cucrema 103BOJISIE:

— dopmyBaTH Ta peaaryBaTd IIa0JOHM 3aBAaHb (JOCTYIHO JIMIIE IS
aJIMiHICTpaTOpa);

— CTBOPIOBATH 3aITMCH IMPO BUKOHAHHS 000B'SI3KiB HA OCHOBI MTA0JIOHIB;
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— MIATBEPJKYBaTH a00 BUIAJISATH 3allMCU 3 ypaxyBaHHSM pOJi KOpUCTyBaya
(3BUUaitHOTO 200 aIMIHICTpaTOPA);

— BECTH OOJIIK BUKOHAHUX POOIT 13 3pyUHOI0 (DUTHTPALII€IO TA MOIIYKOM;

— KOHTPOJIFOBATH OCTAHHI JIii SK BJIACHI, TaK 1 KOJIET, 3a0€3Me4Uyoun B3a€MHUI
KOHTPOJIb.

Jns agmiHicTpaTopa AOCTymHI (yHKIIT peecTpalii HOBHX KOPHUCTYBayiB,
Moaudikalii Ta BUJAJEHHs IIa0JIOHIB, a TAaKOXX MOXJIMBICTh KEpyBaTH 3alucamu
IHIIMX KOPHUCTYBaudiB. 3BUYAWHUM MpaLIBHUK MOXKE MPALIOBATH JIMIIE 31 CBOIMHU
JaHUMH Ta HEMATBEPI)KEHUMH 3allMCaMHU.

JIoIaTKOBO ~ MIATPUMYETHCS  MOXJIMBICTD  QHOHIMHOTO  JOCTYIy 4Yepe3
crieriajJbHe 3alpoIlIeHHs, [0 MOXEe OYyTH KOPUCHUM JJII TUMYACOBUX MPalliBHUKIB
a00 30BHINIHIX BUKOHABIIB.

OCHOBHOIO MEPEBAro CUCTEMHU € ii JETrKICTh, JOCTYMHICTh Ta ajamnTailis mija
peanbHl MOTpeOM ManuxX KOMIIaHIM, fKI HE MAalOTh PECYpPCIB IJisl BIPOBAIKECHHS
Baxxknx ERP-cuctem abo cxmamnux CRM-pimens. "DutyDesk" mo3Bomsie 3pobutu
MPOIIEC KOHTPOIIO 00OB'SI3KIB THYYKHM, MTPO30PUM Ta IMPOCTUM, HE HABAHTAKYIOUH
KOPHUCTYBaua 3aiiBUMHU (DYHKIIISIMHU.

Jist 3a0e3nedeHHss Oe3neku Ta KOH(IAEHUIMHOCTI peani3oBaHO CHUCTEMY
JOCTYIIB 3TIJTHO 3 POJSIMU Ta OOMEXKEHHSIM BUJIMMOCTI UYTJIMBUX JaHUX 1HIIUX
KOPHUCTYBaYiB.

VY nepcrnekTuBi miargopma Moxke OyTH po3LupeHa sk poOOTH Ha MOOUIbHHUX
3aCTOCYHKax, 10 JIO3BOJIUTH TMpAIOBATU 13 3aBAaHHSAMH B OyIb-SKOMY MICIIl Ta B
3py4YHUH Yac.

Ananiz mexHono2iuHux moxcaueocmein peanizayii npoekmy. OCKUIbKU
miatgopma "DutyDesk" opieHTOBaHa Ha BHUKOPHUCTAHHS TEPEBAXKHO Yy MaJUX
KOMITaHisIX, I 11 po3poOku Oyino oOpaHO CydacHi, TepeBipeHi Ta OE3KOMITOBHI
TEXHOJIOT1i, 1110 3a0€e3MeuyI0Th HaIIMHICTh, THYUYKICTh Ta MacIITa00BaHICTh PIILICHHS
0e3 3HaYHUX (PIHAHCOBUX BUTpAT HA MOYATKOBUX eTarax.

JIJist CTBOpEHHSI CEpBEPHOI YACTUHU BUKOPHUCTOBYETHCSI CTEK TEXHOJOTH Java

Spring Boot i3 3acTocyBaHHSIM TaKuX KOMIIOHEHTIB, sik Spring Data JPA, Spring Web
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ta Spring Security. I{e no3Bossie gerko ta 6e3neuno peanizyBatu RESTful API nns
0OMIHY JaHUMM MIXK KJIIEHTCHKOI YaCTUHOKO Ta CEPBEPOM, a TaKOXK 3abe3reuye
HEOOXITHUN pPIBEHb 3aXHCTy JaHUX Ta YIPABIIHHA JOCTYIOM 3TiTHO 3 POJSMHU
KOpPUCTYBauiB (aaMIHICTPATOp, 3BUYAHHI KOPUCTYBad, aHOHIMHHMI KOpPHUCTYBad).
Iarerpauis 3 PostgreSQL 3a0e3neuye HaniliHe 30€peKeHHs CTPYKTYpOBaHUX JTaHUX
PO KOPUCTYBayiB, 3aBJAaHHS Ta MIa0JI0HU.

KrnienTcpka wactTuHa 1utatopmu peanizoBaHa 3a Jomnomoror Angular,
TypeScript Ta Angular Material, o 103BoJsi€ CTBOPUTH aAaNTUBHUM, JIETKHI Ta
3pydyHUM i KopucTyBada BeOiHTepdeiic. 3aBISKM BUKOPUCTAHHIO I[OTO
bpeliMBOpKYy 3a0e3IeuyeTbCs BHUCOKA IMPOAYKTUBHICTh, I1HTEPAKTHUBHICTh Ta
MOXJIMBICTh PO3TOPTaHHS CUCTEMU Ha Oyab-SKMX MPUCTPOSIX depe3 Opaysep Oe3
HEOOX1IHOCT1 BCTAHOBJIEHHSI JOJIATKOBOT'O MPOTrPAMHOI0 3a0€3M1EUEHHS.

B sixocTi 101aTKOBUX IHCTPYMEHTIB BUKOPUCTOBYIOTHCS:

— Docker ta Nginx mist KoHTeHHepu3allii Ta pO3rOPTaHHS 3aCTOCYHKY Ha
XMapHHX cepBicax, Takux sk Google Cloud Platform (GCP);

— OpenAPIl/Swagger ans nokymentyBanHs APl ta monermeHHs nporecy
PO3pOOKHU Ta TECTYBaHHS;

— Maven nis ynpaBiaiHHS 3aJ1€KHOCTSMU Ta 300pOM MTPOEKTY;

BuOpanuii TeXHOJIOTIYHUH CTEK 3a0e3neuye:

— MiHIMaJIbHI BUTPATH Ha PO3POOKY Ta MIATPUMKY MTPOEKTY;

— MOXJIMBICTh JIETKOTO MaclTaOyBaHHsS Ta IHTerpamii HOBUX QYHKUIA Yy
MaiOyTHbOMY (HampuKiIaa, MOOUIBHOI BepCii);

— BHCOKY JOCTYIHICTh 1 THYUKICTb K I KIHIEBUX KOPUCTYyBauiB (uepe3 BeO),
TaKk 1 JUisi pO3pOOHUKIB 3aBASIKM BIIKPUTUM 1HCTPYMEHTaM 1 MOMYJISPHUM
010110TEKaAM;

— MPOCTOTY MIATPUMKHA CHUCTEMH HEBEIMKOI KOMAaHJOK pPO3pOOHHUKIB, MLIO
KPUTHUYHO BaXJIUBO [UIsl TMPOJIYKTY, OPIEHTOBAHOTO Ha MOTpeOM Maiux

KOMIIAaHIH.
3aBASKM BUKOPHCTAHHIO IEPEBAKHO OC3KOMITOBHUX TEXHOJOTIH, a TaKOX

BIJICYTHOCTI 3aJI€5KHOCTI BiJl JOPOTHX JileH31# a00 TIaTHUX KOMIIOHEHTIB, MPOEKT
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MOke OyTH 3amylIeHUid Ta MIATPUMYBATHCH 13 MIHIMAJIbHUMH 1HBECTULISMH, IO
POOUTH HOTO 1/1eaTbHUM PIICHHAM JIJIs1 MaJIoTo Oi3HECY.

Ananiz punkosux moxcaueocmeii cmapman-npoekmy na oasi «DutyDesk». Y
CydyaCHHUX YMOBax 3HA4YHAa YAaCTHMHA MaJUX MIJIPUEMCTB CTUKAETHCS 3 MOTPEOOIO
e(peKTUBHO OpraHi30BYBaTH BHYTpIIIHI po0OOYl MPOIECH, 30KpeMa KOHTPOJb
BUKOHAHHS CJIY»KOOBHUX 3aBaHb Ta JOpy4YeHb. Ha BiAMiIHY BiJl BEJITMKHX KOPIOpaIIiii,
AK1 4acTO BHUKOPUCTOBYIOTH CKJIAIHI Ta JOPOTi CUCTEMH YIPABIIHHA 3aBJIaHHAMU
(taki sik Jira, Asana a6o Monday.com), manuii 6i3Hec TOTpeOye ITOCTYITHOTO,
IPOCTOr0 y BUKOPUCTAHHI Ta THYYKOIO PILLIEHHS, SIKE HE BUMaraTuMe 3HAYHHUX
(p1HaHCOBUX Ta JIFOJICHKUX PECYPCIB JIs1 BIPOBAIKEHHS Ta 0OCIYyTrOBYBaHHS.

Came i motpebu 1 3amoBoiibHse Twiatgopma "DutyDesk", sika pospobiiena
CIeLiaJIbHO JIJIs1 MaJIOTO O13HECY, BpaXOBYIOUH TaKi OCOOJIMBOCTI:

— MPOCTOTA BCTAHOBJICHHS Ta BUKOPUCTaHHS HaBiTh 0e3 I T-Bimminy;

— MOKJIMBICTh IIBHUJKOIO PO3rOPTaHHS Ha JIOKaJIbHOMY cepBepl abo y xmapi
(GCP);

— BIJICYTHICTb PUXOBAHUX BUTPAT a00 CKJIAJHUX JIIIEH31ITHIX YMOB;

— THy4YKa poJbOBa MOJIENb JIOCTYMYy (aJAMIHICTPATOp, KOPUCTYBa4, aHOHIMHUN
KOPUCTYBa4), fKa J03BoJisie 3a0e3neunTd 0a3oBi BUMOIM O€3MEKH Ta
KOH(DIIEHIIHOCTI.

Ha BigMiHy BiJl KOHKYPEHTIB, fKI OpIEHTOBaHI Ha BEJMKI Oprasizamii ado
KopropatuBHHM cekTop, "DutyDesk" 3amoBHro€ Hiy manoro 0i3Hecy, Jie Moai0H1
pimeHHst a0 BIJCYTHI, 200 MarOTh 3aiiBY (DYHKITIOHAIBHICTb, KA YCKIIATHIOE POOOTY
HEBETMKUX KOMaH]I.

[Ile omHiero mepeBaroro miIaTGoOpMu € MOKIIUBICTD ii MOJATBINOI KacToMi3alii
niJ] KOHKPETHI MOTpeOM OKpEeMMX KIIEHTIB, IO JJIs Majoro Oi3Hecy € 0COOIMBO
[IIHHUAM.

PUHKOBI BUKJIMKU MOJSATAlOTh, B MEpIIy Yepry, y JOHECeHH1 1HpopMarii 10
MOTEHLIWHUX KOPHUCTYBauiB, OCKIIbKM Majll KOMIIaHii pifmie cuiakyiooTb 3a [T-

HOBUHKaMU a00 1HHOBaLIMHUMU NIPOAYKTaMHu. JlJis moionanHs i€l npodaemu Oyne
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JOLULUIFHUM 3aCTOCYBAaHHS MPSAMOIO MApKETUHTY, CIIBIpAIll 3 JOKaJIbHUMHU Ol3Hec-
00'eITHAHHAMHU Ta CTBOPEHHSI IEMOHCTPALITHUX BEPCiil MPOIYKTY.

Takox BaXXJIMBOIO MEPEBArol0 € MOXJIMBICTh MaclITa0yBaHHS CHUCTEMH —
CIIOYaTKy IJisi MaJioro Oi3Hecy, a B MalOyTHROMY — JJII CEPEeIHBOTO a0 IS
BiaeHnX KoMaH 1 (ppinaHcepiB).

TakuMm yuHOM, MOMpPHU HASBHICTH BIIOMUX KOPIOPATHBHUX PIIIEHb HA PUHKY
CHUCTEM VHpaBIiHHS 3aBJAaHHSIMH, CEIMEHT Majoro Oi3HeCy 3aJHIIA€ThCs
HEJIOCTaTHbO 3allOBHEHUM, IO BiJIKPHUBA€ XOPOLIl MEPCHEKTUBU I YCHIIIHOTO
3amycKy Ta po3BUTKY MpoaykTy "DutyDesk" mpu HasiBHOCTI rpaMOTHOI CTpaterii

IIPOCYBaHHS.
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PO3J1JI 3. TIPOI'PAMHE TA TEXHIYHE 3ABE3IIEYEHHSA

Ha mouatkoBOoMy etami po3poOku Oyiia MOCTaBlieHA METa CTBOPHUTH IPOCTY,
3pydHy Ta €(heKTUBHY CHCTEMY JUIsl KOHTPOJIIO BUKOHAHHS CITY’KOOBUX OOOB'SI3KIB Ta
JIOpY4YEeHb Y MEKax OpraHizalliiHOl CTPYKTYpH. [es BUHUKIIA 3 MOTPEON BHPIIIUTH
pobemy HehOpMaITBHOTO 00 HECTPYKTYPOBAHOTO MiAXOAY 10 (ikcalii BAKOHAHHS
3aB/laHb y POOOUYMX CEepPEeJOBHINAX, /I€ BAXKIMBO MaTH MPO30py M HaAINHY 1CTOPIIO
BUKOHAHHS O0OB'SI3KIB.

Hasga "DutyDesk" Oyia o6paHna sik moegHanus ciiB "duty” (o6oB's30k) i "desk”
(poboue wmicue), MO CHUMBOJII3YE POOOUMM IHCTPYMEHT IJig OOJIIKY ¥ KOHTPOJIIO
00o0B's3kiB. Ha3Ba kopoTka, 3po3ymina Ta BijoOpakae CyTh CUCTEMHU - 3a0€3MEeUUTH

3py4dHe "poboue Miciie" 1 KepyBaHHS TOPYUECHHSIMHU.

Duty manager Guest Logout

Pucynox 3.1 — "'ooBHa CTOpiHKA y TOCTHOBOMY PEKUMI

OcHOBHA hyHKUioHanbHicMy cucmemu BKIIOYAE:
— Meperyiajl CUCcKy 000B'sI3KIB 1 (DAKTIB IX BUKOHAHHS;
— JIoJlaBaHHs HOBUX (paKTiB BUKOHAHHS;
— MIATBEPKEHHS BUKOHAHHS 000B's13KY (1HIITUM KOPUCTYyBa4eM a0o
aJIMiHICTPATOPOM);
— cTBOpeHHS (PaKTiB 3a MAOIOHOM;
— pemaryBaHHsI Ta BUAAJICHHS MTA0IOHIB,;
— 30epeskeHHs Beiei iHpopmariii B 0a3i JaHUX.
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CucremMa opieHTOBaHa Ha aJMIHICTpaTUBHE YIPaBIiHHSA OOOB'SI3KaMH 3
MO>KJIMBICTIO IEHTPAJII30BaHOTO KOHTpodro. OAHIED 3 KIIOYOBUX IepeBar Haj
AQHAJIOTIYHUMU PIMICHHSIMHU € MPOCTOTA, MIHIMATICTUYHHUMA TiAXiI Ta OpIE€HTAIlisS HA
KOHKpPETHY TOTpeOy — ikcamiro 1 TMIATBEPIKCHHS BHUKOHAHHS KOHKPETHUX
000B'sI3KIB, a HE 3araJibHE YIPABIIHHS MPOEKTAMHU.

Takum umHOM, cucrema "DutyDesk" wae moTeHIian cTraTd KOPUCHUM
BHYTPIIIHIM IHCTPYMEHTOM JIJIs1 OpraHi3alliid, o nmoTpedyroTh (ikcallii Ta KOHTPOJIIO
BUKOHAHHS PYTUHHUX a00 KPUTHYHHX 3aBJaHb y 3PO3yMUIOMY W KEPOBAHOMY

dbopmari.

3.1 Onuc apxiTeKTypH NPOEKTY

[Mpoext "DutyDesk" moOynoBaHuii 3a TpPUHIMIIAMA KJIIEHT-CEPBEPHOT
apxitektypu 3 BukopuctanHsiM RESTful cepBicy Ha cTopoHi cepBepa Ta
OJIHOCTOPIHKOBOTO 3aCTOCYHKY (SPA) Ha KITi€HTI.

e Back-end peanizoBanuii Ha 6a3i Java 3 Bukopucranusm Spring Boot, Spring
Security, Spring Data JPA ta REST API. Cepsep BiamoBimae 3a oOpoOKy
O13HeC-JIOTIKM, YIpPaBIiHHA KOPUCTYBauaMM, 3aBJIaHHSAMH, I1abIOHAMH, a
TaKOX 32 ayTeHTU(IKAI[I}0 Ta aBTOPHU3ALIIO.

e Front-end po3poOnenwuii 3 Bukopructanusam Angular Ta Angular Material, 1o
JIO3BOJISIE  CTBOPUTH JAMHAMIYHUN Ta 1HTEPAKTHUBHUN KOPHUCTYBAIbKUN
iHTepdeiic 'y Bursaai SPA. KoMyHikaiiss MK KIIEHTOM 1 CepBEpoOM
sniicHoeThes yepe3 HTTP-3anutu 1o REST APL.

e baza nanux - PostgreSQL, sika BUKOPUCTOBYEThCA [JIsi 30€piraHHsl BCIX
CTPYKTYPOBAHHUX JAHUX CHUCTEMH: KOPUCTYBadiB, 3aB/IaHb, MAOJIOHIB, (DAKTIB
BUKOHaHHs To110. JlocTyn no BJ1 peanizoBano yepe3 ORM-incTpymenT Spring
Data JPA.

e Jlis posropTaHHs NMPOEKTY BUKOpHcTaHO Docker 1 Nginx sik peBepc-IpoKci

cepBep, 110 3abe3nedye MapIIpyTH3aIiio 3aMUTIB Ta 3aXUCT JOCTYITY.
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e (CucrteMa posropraetbcs B xmapHomy cepenoBuiili Google Cloud Platform
(GCP), 1o no3BoJisie 3a06€3MeYUTH MaclITabOBAHICTh, HAAIMHICTh Ta 3py4HE
YIPaBIIHHS pecypcamu.

Ils apxiTekTypa 3abe3reuye MOIYJbHICTh, PO3IIUPIOBAHICTh Ta €(PEKTHUBHY

B3a€EMOJIIIO Mi KOMIIOHEHTAMH CUCTEMHU.

il roles
il templates

4l name

o ':f' Ilj .
Cription

4] name
T34 jgtemplate_id:id

rale_id:i

ff participants il execution_facts
L] version (L] finish_time
2 role_id o or_id:id ] start_time
] email — T |IL} varsion
] full_name 2 executor_id
] password (L2 termplate_id
T3 id ] description

2 id

ffl testimonies

I timestamp

[[] version

ution_fact id:id

Pucynok 3.2 — UML niarpama ctpyktypu BJ]
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template-controller ~

fapifviftemplates/{templateIdentifier} ~
fapi/vi/templates/{templateIdentifier} [
| fapi/vi/templates/{templateTdentifier} G v |
fapi/viftemplates v
fapi/viftemplates v
fapi/viftemplates/quantity v
participant-controller A~
fapi/vifparticipants ~
fapi/vi/participants v
fapi/vi/participants/{identifier}/password L
fapi/vi/participants/{identifier} ~
execution-fact-controller ~
fapi/vifexecution-facts ~
fapifvifexecution-facts .
fapifvifexecution-facts/{executionFactId}/testimonies ~
fapifvifexecution-facts/{executionFactId}/testimonies ~
fapifvifexecution-facts/finished f
fapifvifexecution-facts/finished N
fapifvifexecution-facts/{id} i
| fapifvifexecution-facts/{id} L
fapi/vi/execution-facts/active v
authentication-controller ~
fapi/vifauth/ jwt i

Pucynok 3.3 — [lepenik eHamoinTiB pecTdy cepsica

3.2 Onuc poJeii Ta iX MOKJIUBOCTEMH

Poui Ta Oe3reka iMIJIeMEHTOBaHI 3a IOOMOTroro Spring Security, ock OCHOBHHIA

KOJI MOTO HaJIallITyBaHHS:

ain (HttpSecurity http) throws Exception

http

.cors (httpSecurityCorsConfigurer ->
httpSecurityCorsConfigurer.configurationSource

.csrf (AbstractHttpConfigurer: :disable)

.authorizeHttpRequests (authorize -> authorize
.requestMatchers (HttpMethod
auth ') .permitAll ()

.requestMatchers (HttpMethod
xx!) JpermitAll ()
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.hasAnyRole (Role. A N.getName (),
.requestMatchers (HttpMethod

.hasAnyRole (Role.ADMIN.getName (), Role.PART
.requestMatchers (HttpMethod.

.hasAnyRole (Role. AD] .getName (), Role.PARI

MIN.getName () )
.requestMatchers (HttpMethod. PUT,
S) .hasRole (Role.ADMIN.getName () )
.requestMatchers (HttpMethod. PC
ES) .hasRole (Role.ADMIN.getName () )
.anyRequest () .authenticated ()
)

.sessionManagement (session -> session

)

.exceptionHandling (exConf -> exConf.authenticationEntryPoint (
new RestResponseAuthenticationEntryPoint (objectMapper,

timeService)

))

.authenticationProvider (authenticationProvider)

.addFilterBefore (jwtAuthenticationFilter,
UsernamePasswordAuthenticationFilter.class)

.addFilterBefore (jwtExceptionFilter,
JwtAuthenticationFilter.class) ;

return http.build() ;

ptionFilter

14
RestResponseAuthenticationEntryPoaint JwtAuthenticationFilter
Configuration

EnableWebSecurity

jjwt Athentication Filter

1

SecurityConfig

Pucynok 3.4 — UML npiarpama imruieMeHTanii 0e3nexu




Guest — Mae MOXKITUBICTH 0OMEXEHOTO NEPETIISALy CTOPIHOK B 3aIM()POBAHOMY

Burisigi. He moxe Hidoro nomaBatu uu peaaryBatu (puc. 3.1, 3.6, 3.7).

Pucynok 3.5 — IBukuit foCTyI 10 JeMoHcTparii po6ots mpoekty (QR-kom)*

MeHeKep 060B'A3KiB Guest Buitn

AkTuBHi  loToBI /J,msuacmninu\‘ 1 - ‘ CiuHA 1 - yepsks 12 < >

S - &
.

HaiBukopucToByBaHiWwi NMowyk

BeepiTb onuc*

Pucynox 3.6 — Ctopinka neperisaay GpakTiB BAKOHAHHS Y TOCTBOBOMY PEKUMI

! https://duty-manager-frontend-uglunybkrg-ew.a.run.app/uk-UA/?quest=true
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https://duty-manager-frontend-uqlunybkrq-ew.a.run.app/uk-UA/?guest=true

BBeAiTb Ha3By WabnoHy

MeHepxep 060B'3KiB

Guest Buittn

X EnemexTia Ha cTopiHui 50 1-340734

no‘k***-k******** nei—k*******')rk no no

[lgtbbksk bk bkt e B B Hhkbi bk ki bk
Mo o He Mo

B Hhihk bk kbR B #kikkkb kbbb Rk B B

Mo’ Ha Mo Mp

K e kR R . SS— Ki np

n p****ﬁ*******ﬁ* 0c******ﬁ*******ﬁ* |'| o***ﬁ****'«*iﬁ***** Ll e****ﬁ***'k**ﬁ*****
np: B Ha Mo’

n o***ﬁ*******ﬁ******ﬂ*** |'| 0***ﬁ*******ﬁ******ﬁ |'| o***ﬁ*****i*ﬁ** Koﬁ******ﬂ*

Mo No No Ya

n o***ﬁ*******ﬁ******ﬂ |'| o***ﬁ*******ﬁ |'| o***ﬁ****'«*iﬁ***** K**m*******

at BUt ARk no ya

n o***ﬁ*******ﬁ******ﬂ KO Pﬂ |'| p****ﬂ*

o op

K**m***\\'*** Koﬂ***'«*iﬁ*****f*ﬁ |'| | e de e e e e ke dede ek ek de ke ek Koﬁ*

g - . @

Pucynok 3.7 — CtopiHka nepersisiay madioHIB Y TOCThOBOMY PEKUMI

User — mMae MOXIUBICTh Teperisiny (axkTiB BUKOHaHHSA Oyap Koro. Moxe

MIATBEPKYBaTU (AKT BUKOHAHHS SKIIO 1ed (AaKT HAIEKUTh 7O IHIIOTO

KopucTyBada. MoJke BHIAISATH CBOI HE MiATBEp/KeHI (akTh BUKOHAHHS. Moxe
CTBOpIOBAaTH CBOi ()aKTW BUKOHAHHS a00 (pakTH BUKOHAHHS 3a mabmoHoMm. Takox

MOJKe 3MIHIOBATH BiiacHui mapois (puc. 3.8, 3.9, 3.10, 3.11).

MeHegxep 060B'A3KiB uUser  Buiitn

NepernaHyTH GakTu

MepernaHyTH GakTh BUKOHAHHA asd

KBiTHA 07 19:31

3aKiHuuTH

uepeus 12 20:00

asdasdasda
wepaHA 12 20:00

asdasdasda
YepsHA 12 20:00

MepernaHyTy GaKkTh BHKOHaHHA

asdasdasd
vepeHs 09 11:54

3aKiHuuTH

asdasdasd
YepeHs 09 11:54

MepernauyTH GakTH BUKOHaHHR

Pucynox 3.8 — I'oioBHa cTopiHKka
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MeHepxep 060B'A3KIB User Buwittn

BeepiTh Ha3By WAGNOHY X ENeMeHTIB Ha CTOpIHUI 50 1-50f5

Some template name I Any name 2 I Noname I asd I

Some descriptive deseription any description 2 any description

asd

Pucynok 3.9 — Ctopinka neperisay mabioHiB

MeHepxep 060B'A3KIB User Bwim

H AxTweHl  TOTOBI i wacropinyi | 1 -~ ‘ Gepoaun 1 - uepomn 12 < >
e | e |
HaRsukopucToByBaniul Nowyk

Beeaits onuc*

[0 MwutTteso

Pucynok 3.10 — Cropinka neperisty (pakTiB BUKOHAHHS

BeeaiTs CTapUA Napons*

BBeAiTb HOBHIA Naponb*

Pucynok 3.11 — Ilon-an 3MiHK Taporo0
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Admin — wMae Bci MoxmuBocti 1o W User. Takox  MOXe
J0/aBaTy/peaaryBaTu/BuaisaTd  1mabmonu. Takoxk Moke BHAANATH  (daKTH
BUKOHAHHS IHIIMX KOPHUCTYBadiB 3a yYMOBH, IO JaHUM ()aKT BUKOHAHHS HE €

miATBepKeHUM. Takok MOKe peecTpyBaTh HOBUX KOpHcTyBauiB (puc. 3.12-3.14).

= MeHegxep 060B'A3KIB

Axtmeni  TotoBl  Awie wa cropiny

e [ i |

[0 MwutteBo

MeHepxep 060B'AIKIB

Some template name Any name 2 Noname

Some descriptive description ny description 2 any descript
BBeaiTs HOBY Ha3BY WABAOHY BoeniTs HoBy Hasby WaGNOHY BBeAiTh HOBY Ha3BY WABACHY
BBeniTs HOBMA OnkC Baenis HoBui onwc BaeniTs HoBM#A onwc

Pucynok 3.13 — Cropinka neperisiny madioHIB y peKuMi aIMiHICTpaTopa
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Menegxep o60B'a3KiB Admin | Buitte

(]

3apeecrpysatucs

Pucynok 3.14 — Cropinka peectpariii

3.3 Onuc cTopiHoK

Cropinka J0riny, Takox € momn-an 3 JioriHoM. [lom-am 3'aBisieThCS 32 YMOBU
Mepexo/Iy 0 3aXUIICHOI CTOPIHKHU 0€3 MoMnepeIHbO1 aBTopr3aIlii. Takox 1151 CTOpiHKa
Oyne MICTUTH pO3IUT peecTpalii KOpPUCTyBaudiB, 3a YMOBH ii Meperysmy

aamirictpaTopom (puc. 3.14, 3.15, 3.16).

MeHewep 060B'A3KIB

o

Pucynok 3.15 - Cropinka joriny
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Mexeaxep 060B'A3KiB

©

You are not logged in, or you do not have rights o perform this action

Pucynok 3.16 — [Ton-am sioriny

[Tom-ar 3 joriHoM OyJ10 peaizoBaHO 3a JOIMOMOTIOI0 KOMITOHeHTa 3 Angular

material [2] Ta 6i6mioTexun Axios [9].

xios.interceptors.response.use (null, (error: AxiosError) => ({
. st notAuthenticated = error.response?.status =
loginIsCurrentPage = router.url === '/login';

if (notAuthenticated && !loginIsCurrentPage && !this.loginFormOpened)

st dialogRef = this.dialog.open (AuthenticationComponent) ;
.loginFormOpened = true;
dialogRef.afterClosed () .subscribe (() => {
this.loginFormOpened = fa
1)
}
if (notAuthenticated && loginIsCurrentPage) {
snackBar.open ($localize You are not logged in. , $localize close’,
duration: 2000,
1)
}

if (error.config!.url === 'auth/jwt') {
snackBar.open (

Slocalize Login or
Slocalize close’,
{

duration: 2000,
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AuthenticationAwareService RequiredArgsConstructor

]

RoleBasedMappingService Service UserDetailsService

JwtService CredentialsService

ParticipantServicelmpl TimeServicelmpl

Pucynok 3.17 — UML-paiarpama kiaciB 3aissHUX B O13HEC-JIOTII JJII aBTOPH3allii Ta
aBTeHTU(]IKaILIi

JomamHsa cropinka. Ha Hill MOXHa MeperyisiHyTH CBOi HE3aKiHUeH1 (pakTu
BUKOHAHHS 00OB'SI3KIB a00 MEPETJIIHYTH HEMIATBEPIKeHI BaMu (PaKTH BUKOHAHHS
IHIIUX KOpUCTyBayiB (puc. 3.8).

Cropinka neperisay (pakTiB BUKOHAHHA. TyT MOKHa CTBOPUTH CBiil (akT
BUKOHAHHSI, IEPETJIAIaTh JeTaNbHIIIe CBOi (DaKTH BUKOHAHHS a00 ()aKTh BUKOHAHHS
1HIIIOTO KOopUcTyBayda. Takoxk TyT peanizoBaHui PyHKIIOHAT QUIBTpAILlil, PO3YyMHOTO
MONIYKY IIa0JOHIB Ta 30€peEeHHs HEIIOJaBHO BUKOPUCTAHUX IAOJIOHIB IS
mBHaKoro pocrymy (puc. 3.10, 3.19, 3.20).

Jliis pyHKIIOHATY pO3YMHOTIO MOIIIYKY OyJIo BUKOpHCTaHo Pg_trgm momyis [5]
3 PostgreSql. Ilpononyro risHyTH Ha sql 3amuT, KU JO3BOJIIE OTPUMATH TaKy

MOBEIIHKY JJIsI TIOIIYKY.

WITH similarity query AS (
SELECT *, word si lari \S name similarity
FROM templates
)
SELECT id, name, description, version

FROM similarity query

WHERE name similarity >=

ORDER BY name similarity ¢

LIMIT g




Pucynox 3.17 — UML-pgiarpama kmacis, siki 3a/1isiHi B 013HEC-JIOTIII HAa CEpPBEPI JIs
JIOMAIITHbOI CTOPIHKU

Takox TyT IOBOJII 3alulyTaHa JIOTiKa BiIOOPaKEHHSI KHOIMOK B 3aJI€KHOCTI BiJl

CTaHy CYTHOCTI a00 poJieil KopucTyBaya, TOMY MPOMOHYIO IJISSHYTH Ha KO, SIKUM 11e

BCE peai3ye.

@if ( (executionFact.finishTime === && loggedInUserViewingHisFacts)

(executionFact.finishTime === && userIsAdmin) ||

(!'loggedInUserViewingHisFacts && userHaveNotTestified) ||

(executionFact.testimonies.length === 0 && loggedInUserViewingHisFacts)

(executionFact.testimonies.length === 0 && userIsAdmin)
) |

@if (executionFact.finishTime === && (loggedInUserViewingHisFacts




B @angular/../index

MaticonModule

B @angular/../index.d.ts

MatChipsModule

crollbar.module.d.ts

® shared/execution-fact.ts

ExecutionFact

| ® @angular/.../index.d.ts
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® date-fns/subDay
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NgEventBus

@angular/
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Input
OnDe
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Output
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| —

Participant

services/execution
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AutoClosableComponent
BrowserModule
Component

Events

NgEventBus

B services/participantservice

Participant ParticipantService

ParticipantitemComponent
ParticipantService
Router

SlickCarous

B @angular/../index.d.ts

Router

ular/.../index.d

ExecutionFact:

angular/.../index.d

Authenti

MatButtonModule

ed by yFile

® shared/duty-manager-events.ts

Events

Pucynox 3.18 — UML-niarpama kiaciB, siki 3a/isHi B 013Hec-norini Ha Ul 1y1st momaniaboi cTopiHKy




(userIsAdmin && !loggedInUserViewingHisFacts))) |
type="button" mat-raised-button (click)="finish ()"
118n>Finish
} @if (!loggedInUserViewingHisFacts && userHaveNotTestified) {
type="D1 ] mat-raised-button (click)="testify ()"

118n>Testify
} @if ((loggedInUserViewingHisFacts || userIsAdmin) &&

executionFact.testimonies.length === 0) {
type="button" mat-raised-button (click)="deleteFact ()"
i18n>Delete

MeHesxep 0608'A3KiB Admin  Buittk

ActueHi  [OT0BI  Awis Ha cropiuy - KRITHR 2 - YEDBHA | < >

X
]

02.04.2025

3adixcyBaTn GaKT BHKOHAHHA O Murreso

Pucynok 3.19 — Cropinka neperisiay GpaxTiB BAKOHAHHS, IEMOHCTpaIlis GUIbTPIB

= MeHepep 060B'A3KIB User Bwitn

AKTWBHI  TOTOBI  Lwie ka cropingi - Gepesnn 24 - Bepesun 25 < >

He 3HaigeHo GaKTiB BHKOHAHHA ANA BKa3aHWX GinbTpie.

== < @

Some template name

Neoname

3agikcysarn daxt suxonanns RIS

Pucynok 3.20 — Cropinka neperisiay ¢pakTiB BUKOHAHHS, JIEMOHCTPAILIisl PO3YMHOTO
MOIITYKY

42



Pucynox 3.21 — UML-giarpama kjaciB, siki 3a/1istHiI B Oi3HEC-JIOTIIII Ha cepBepi s

CTOPIHKHU Neperisiny (paKTiB BUKOHAHHS




Pucynok 3.22 — UML-niarpama kiaciB, siki 3aisH1 B 613Hec-yorimi Ha Ul ms

CTOPIHKH neperisiny (akTiB BUKOHAHHS

Cropinka mnepersasay madaoHiB. TyT MOXHa meperisiiaTH, CTBOPIOBATH,
penaryBatu a0o0 BUAANSATH mAOAOHU. TakoX TYT € 3py4HMH (UIBTP VIS MOIIYKY

maboHiB (puc. 3.9, 3.11).
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UpdateTemplateDTO GetSecuredDTO TemplateService

TemplateServicelmpl
TemplateController

.
Template
String

uuiD

String

Pucynok 3.23 — UML-niarpama kiaciB, siki 3a1is1H1 B O13HEC-JIOT1II1 Ha CepBEPI sl CTOPIHKH Meperisay madIoHIB
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plates-list.component.ts
8 create-templateycr mplate.component.ts

&

=
L

e
=

MatButtonModule

MatCardhlos

VatDialog o s ns-share.service.ts
MatFon

%l
Mating:

fauthentication.servi

onSenvice

Pucynox 3.24 — UML-giarpama kmacis, siki 3aisiHi B 613Hec-moriii Ha Ul s
CTOPIHKH Teperisiay mabioHIB

Hasiranis y po3poOieHoMy MeHemkepl OOOB’SI3KIB MpEJICTaBlieHa Ha

pUCYHKY 3.25.




MeHepkep 060B'A3KiB

YkpaiHceka  English

Pucynox 3.25 — Hagirarmis

EdextuBHa Hapiramisi BeOCHCTEMH MEHEIKepa CIIy*KOOBUX OOOB’SI3KIB
“DutyDesk” 3abe3neuye MBUAKUN TOCTYI A0 KIIOYOBUX (PYHKIIIH, MiHIMI3yE Yac
MONIyKY iH(opMaIlii Ta MmiIBUIY€E MPOAYKTUBHICTh KOPUCTYBAUiB. 3aBISKH JIOTTUHIM
CTPYKTYpl MEHIO, IIO OXOIUTIO€ (DaKTH BUKOHAHHS, YIPaBIIHHS II1a0JIOHAMH,
KepyBaHHS yYaCHMKAaMHM Ta HaJallTyBaHHS CHUCTEMH, KOPHCTYyBad JETKO
OpIEHTYEThCS B 1HTEp(EHCI Ta MOXKE ONEPATHBHO BUKOHYBATH CBOi 3aBJIaHHS HE
BiJIBOJIKAIOYMCh Ha 3aiiBi ommii. Taka wmiHIMamicTHyHAa T1OOYyAOBa CHpUsE
3MEHILIEHHIO HABaHTa)XCHHS Ha KOPHUCTyBaya, 3HU)XKYE MHMOBIPHICTh MOMMIIOK 1

CTBOPIOE MO3UTUBHUI JOCBIJ] B3aEMOJII1 3 CUCTEMOTO.
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BUCHOBKHA

VY pe3ynbTari BUKOHAHHS JTUIIOMHOI poOOTH OyJ0 po3poliieHO BeOCUCTEMY
"DutyDesk" s KOHTpOJIO BHKOHAaHHS CIY>KOOBHX OOOB'S3KIB 1 JOpYy4YeHBb
npaiiBHuKiB. Cuctema 3a0e3nedye KIOUOBUNA (QYHKIIOHANT 1Jis1 €(PEeKTUBHOIO
VOpaBITIHHSA 3aBIaHHSMU: TEPETJIsij, CTBOPCHHs, pelaryBaHHS, ITiATBEPIKCHHS,
BUJTy4eHHS ()aKTiB BUKOHAHHS OOOB'SI3KIB, a TAKOX MOXJIMBICTh BUKOPHUCTOBYBATU
11abJI0HU 3aBJIaHb.

Po3poOka BITrOUasa peatizailiio TAKUX BaXKJIMBUX KOMIIOHEHTIB, SIK:

® CTOpIHKA BUKOHABIIIB 13 BIJOOpaKEHHSIM 3aB/aHb;

® MExaHI3M KOHTpPOJIO BHUKOHAHHS 3aBAaHb 3 YPaxyBaHHSAM CTaTycy
M1TBEPKEHHSI Ta POJII KOPUCTYBAya,

® (hyHKIIIOHAT POOOTH 3 I1a0JIOHAMU;

® MOIyJb ayTeHTU(DIKaIlll Ta aBTOpHU3allii, IKuii 3a0e3meuye JoCTyI A0 CUCTEMU
JIUIIIE YIOBHOBOXEHUM 0OCO0aM, BKIIFOUAIOUM MOKIIMBICTH KOH(IJACHIIIITHOTO
BXOJTy Yepe3 crieliajabHe MOCUIaHHS;

® 3aXHCT MEepPCOHAIBHUX JTaHMUX KOPUCTYBauiB Ta OOMEXKEHHS IOCTYIy [0
YyTIUBO1 1H(DOpMaIlii;

Jnst peanizaniii cucteMu OyJiM BUKOPHCTaH1 cydacH1 TexHousorii Java, Spring
Boot, Spring Security, RESTful API, PostgreSQL, Docker, Angular, GCP Ta 1Hm11
IHCTPYMEHTH, SIKI 3a0e3MeyuiIn MaclTaboBaHICTh, O€3MeKy Ta 3pY4HICTh ¥y
KOPHUCTYBaHHI.

Takum 4YMHOM, MMOCTABJICHY METY AUIUIOMHOI po60TH OyJi0 AocsiruyTo. Cucrema
"DutyDesk" wmoxxe OyTu BOpOBaJ)kKeHa B OpraHizaliiiHe cepeioBUlIe IS
MOKpAIIEHHsSI BHYTPIITHBOI'O KOHTPOJIIO 32 BUKOHAHHSM OOOB'S3KIB Ta MiIBUIICHHS
BIJIMOBIJATBHOCTI MepcoHaly. Y MalOyTHbOMY CHUCTEMa MOXe OyTH JOMOBHEHa
MOOUTPHMM  JIOJATKOM, PO3IIMPECHUMH  aHATITHYHUMH  MOXJIHMBOCTSIMH  Ta

IHTErpaIi€ro 3 IHIKMMHA KOPIOPATUBHUMHU CEpPBICaMHU.
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10.

11.

12.

CIIMCOK BUKOPUCTAHUX /UKEPEJI

Angular home [Enextponnuii pecypc]. — Pexxum noctymy: https://angular.dev/ —
Jara 3BepHenHs: 09.06.2025.

Angular Material Ul component library [Enexkrponnmii pecypc]. — Pexum
noctymy: https://material.angular.io/ — Jlata 3Bepuenns: 09.06.2025.

Spring | Projects [Enextponnuiti pecypc]. — Pexum  poctymy:
https://spring.io/projects — lara 3Bepuenns: 09.06.2025.

Baeldung [EnextpoHHui pecypc]. - Pexum JIOCTYILy:
https://www.baeldung.com/ — JTata 3Beprenns: 09.06.2025.

PostgreSQL.: Documentation: 17: F.33. pg_trgm — support for similarity of text

using trigram matching [Enektponnuii pecypc]. — Pexum goctymy:
https://www.postgresgl.org/docs/current/pgtrgm.ntml  —  Jlara  3BepHeHHS:
09.06.2025.

TypeScript: Handbook — The TypeScript Handbook [Enextponumii pecypc]. —
Pexxum nmoctymy: https://www.typescriptlang.org/docs/handbook/intro.html  —
Jata 3BepHeHHs: 09.06.2025.

Google Cloud Documentation [EnektponHuii pecypc]. — Pexkmm moctymy:
https://cloud.google.com/docs — [lara 3Beprenns: 09.06.2025.

Nginx documentation [Enektponnmii pecypc]. — Pexum  pocrymy:
https://nginx.org/en/docs/ — Jlata 3Bepuenns: 09.06.2025.

Getting Started | Axios Docs [Emexktponnuii pecypc]. — Pexum moctymy:
https://axios-http.com/docs/intro — Jlata 3Bepuenns: 09.06.2025.

Restful APIs [Enexktponnuii pecypc]. — Pexxum noctymy: https://restfulapi.net/ —
Jata 3BepHeHHs: 09.06.2025.

[ITo Take Jira i sk 3 Hero npairoBaTty [ Enexrponnwuii pecypc]. — Pexxum noctymy:
https://lampm.club/ua/blog/shho-take-jira-i-yak-z-neyu-praczyuvati/ Jlara
3BepHeHHA: 09.06.2025.

Trello: mo 1e Take Ta sik HUM KopuctyBaTucs [ Exextponnuii pecypc]. — Pexxum

nocrymy: https://hostig.ua/blog/ukr/what-is-trello-2/ Tara 3Bepuenns: 09.06.2025.
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13. Notion: ocHoBHI (pyHKIIIi Ta OHOBJIeHHs [EnekTpoHHui pecypc]. — Pexxum
nocrymy: https://www.theantmedia.com/post/notion-osnovni-funkciyi-ta-
onovlennya Jlata 3Bepuenns: 09.06.2025.

14. TloBHMi1 1111 11O OEKEHT pO3pOOII: Teopis Ta mpakTuka [ EnekTponHuii pecypc]. —

Pexxum noctymy: https://galaktica.io/blog/backend/ ara 3Beprenns: 09.06.2025.

15. IIlo kpame — React un Angular? [Enextponnuii pecypc]. — Pexxum nocrymy:
https://artjoker.ua/blog/chto-luchshe-react-ili-anqular/ /lata 3BepHeHHs:
09.06.2025.
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JTOJATKH

Jomatok A

Koa ocHOBHUX cepBiciB Ta KOMIIOHEHTIB HA (PPOHTEH I

import { Component, OnDestroy } from '@angular/core’;
import { Subscription } from 'rx|s’;

@Component({ template: '<h1>Auto Closable component</h1>'})
export class AutoClosableComponent implements OnDestroy {
private subscriptions: Subscription[] = [];

public manage(subscription: Subscription) {
this.subscriptions.push(subscription);

¥

public ngOnDestroy(): void {
this.subscriptions.forEach((sub) => sub.unsubscribe());
}
}

import { NgEventBus } from 'ng-event-bus’;
import { AutoClosableComponent } from './AutoClosableComponent’;
import { Events } from './duty-manager-events';

export class ProcessingComponent<TData> extends AutoClosableComponent {
private _data: TData[] = [];

constructor(
eventBus: NgEventBus,
onLoginDataSupplier: () => Promise<TData[]>,
private afterDataChangedCallBack?: (data: TData[]) => void
)
super();
super.manage(
eventBus.on(Events.LOGGED_IN).subscribe(() =>
onLoginDataSupplier().then((data) => {
this.replaceData(data);
b
)
);
}

protected async replaceDataPiece(
searchingCallback: (piece: TData) => boolean,
supplyingCallback: () => Promise<TData | null>
)
const supply = await supplyingCallback();
if (supply) {
this._data.splice(this._data.findindex(searchingCallback), 1, supply);
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}else {
this._data.splice(this._data.findIindex(searchingCallback), 1);

}
if(this.afterDataChangedCallBack) {
this.afterDataChangedCallBack(this._data);
}
}

protected async addDataPiece(supplyingCallback: () => Promise<T Data>) {
this._data.push(await supplyingCallback());
if(this.afterDataChangedCallBack) {
this.afterDataChangedCallBack(this._data);
}

}

protected replaceData(data: TData[]) {
this._data = data;
if(this.afterDataChangedCallBack) {
this.afterDataChangedCallBack(data);
}

}

getdata() {
return this._data;
}
}

import { FormGroup, ValidationErrors } from'@angular/forms’;

export function getErrorMessage(
formControlName: string,
form: FormGroup
): string {
const formControl = form.get(formControlName);
if (formControl?.hasError(‘required")) {
return $localize This field is required’;
} else if (formControl?.hasError('email’)) {
return $localize’Invalid email;
}else if (formControl?.hasError('minlength’)) {
return $localize Password should be at least 8 symbols’;
} else if (formControl?.hasError('maxlength’)) {

return $localize’Max allowed length is ${formControl.getError('maxlength’).requiredLength};

¥

return errorsToText(formControl?.errors);

}

function errorsToText(errors: ValidationErrors | null | undefined): string {
if (Terrors) {
return ",

}

let message = ";
for (const prop in errors) {
message += errors[prop] +"";

}
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return message;
}
import { inject } from '@angular/core’;
import { ActivatedRouteSnapshot, CanActivateFn, Routes } from '@angular/router’;
import { GuestService } from "./services/guest.service';
import { PageMode } from '../shared/page-modes’;
import { PageModeShareService } from './services/page-mode-share.service';

const guestActivate: CanActivateFn = (route: ActivatedRouteSnapshot) => {
return inject(GuestService).checkForGuest(route);

¥

const pageModeActivate = (mode: PageMode): CanActivateFn =>{
return (route: ActivatedRouteSnapshot) => {
inject(PageModeShareService).nextLoadParameters(mode);
return true;

3
¥
export const routes: Routes = [
{
path: 'login’,

loadComponent: () =>
import("./authentication/authentication.component’).then(
(m) => m.AuthenticationComponent
),
canActivate: [pageModeActivate(PageMode.STANDARD)],
b
{
path: ‘execution-facts',
loadComponent: () =>
import('./execution-facts/execution-facts.component’).then(
(m) => m.ExecutionFactsComponent
),
canActivate: [pageModeActivate(PageMode.STANDARD)],
h
{
path: ‘templates’,
loadComponent: () =>
import('./templates/templates.component’).then(
(m) => m.TemplatesComponent
)
canActivate: [pageModeActivate(PageMode.STANDARD)],
}
{
path: ",
loadComponent: () =>
import('./participants/participants.component').then(
(m) => m.ParticipantsComponent
),
canActivate: [guestActivate, pageModeActivate(PageMode.FULL_WIDTH)],
}
I
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import { Component, OnDestroy, Onlnit } from '@angular/core’;
import { MatSidenavModule } from ‘@angular/material/sidenav’;

import { RouterOutlet } from '@angular/router’;

import { NgEventBus } from 'ng-event-bus’;

import { Events } from '../shared/duty-manager-events';

import { Role } from '../shared/participant’;

import { HeaderComponent } from './header/header.component’;

import { AuthenticationService } from './services/authentication.service';
import { ExecutionFactService } from './services/execution-fact.service";
import { ParticipantService } from './services/participant.service';

import { TemplateService } from "./services/template.service';

import { SideNavComponent } from'./side-nav/side-nav.component’;
import { NgxSpinnerModule } from 'ngx-spinner’;

import { PageModeShareService } from './services/page-mode-share.service';

import { Subscription } from 'rxjs’;
import { PageMode } from "../shared/page-modes’;

@Component({
selector: 'app-root',
standalone: true,
imports: [
RouterOutlet,
HeaderComponent,
MatSidenavModule,
SideNavComponent,
NgxSpinnerModule,
1
templateUrl: './app.component.html’,
styleUrl: './app.component.scss',
providers: [ExecutionFactService, TemplateService, ParticipantService],
b
export class AppComponent implements Onlnit, OnDestroy {
private _userRole?: Role;
private pageModeSubscription: Subscription;
currentPageMode = PageMode.STANDARD;

constructor(
private authenticationService: AuthenticationService,
eventBus: NgEventBus,
pageModeShareService: PageModeShareService
)
this._userRole = this.getUserRole();
eventBus

.on(Events.LOGGED _IN)

.subscribe(() => (this._userRole = this.getUserRole()));
eventBus

.on(Events.LOGGED_OUT)

.subscribe(() => (this._userRole = undefined));
this.pageModeSubscription = pageModeShareService.onLoadParameters(
(mode) => (this.currentPageMode = mode)

);
¥

ngOninit(): void {
this.authenticationService.checklfAlreadylL oggedIn();
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}

ngOnDestroy(): void {
this.pageModeSubscription.unsubscribe();

¥

private getUserRole() {
return this.authenticationService.getParticipant()?.role;

¥

get userRole() {
return this._userRole;
}
}

import { Component, Inject } from '@angular/core’;
import { MatButtonModule } from '‘@angular/material/button’;
import {
MAT_DIALOG_DATA,
MatDialogActions,
MatDialogClose,
MatDialogContent,
MatDialogTitle,
} from ‘@angular/material/dialog’;

import { YesNoShareService } from '../services/yes-no-share.service’;

@Component({
selector: 'app-yes-no-dialog/,
standalone: true,
imports: [
MatButtonModule,
MatDialogActions,
MatDialogClose,
MatDialogTitle,
MatDialogContent,
1
templateUrl: './yes-no-dialog.component.html’,
styleUrl: './yes-no-dialog.component.scss',
b
export class YesNoDialogComponent<TIssuer> {
constructor(
@Inject(MAT_DIALOG_DATA)
public data: { title: string; message: string; issuer: Tlssuer },
public yesNoShareService: YesNoShareService<TIssuer>

)4

nextDecision(decision: boolean) {
this.yesNoShareService.nextDecision({
issuer: this.data.issuer,
decision: decision,
3
}
}
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import {
Component,
EventEmitter,
Injectable,
Input,
Output,
} from '@angular/core’;
import { FormControl, ReactiveFormsModule, Validators } from ‘@angular/forms’;
import { MatButtonModule } from '@angular/material/button’;
import { MatFormFieldModule } from '@angular/material/form-field’;
import { MatlconModule } from '@angular/material/icon’;
import { MatInputModule } from '@angular/material/input’;
import {
MatPaginatorintl,
MatPaginatorModule,
PageEvent,
} from '@angular/material/paginator;
import { TemplateFilter } from'../../shared/templates-types’;
import { Subject } from 'rxjs';

@Injectable()

export class ExecutionFactPaginatorLabels extends MatPaginatorintl {
override itemsPerPageLabel = $localize’ltems per page’;
override nextPageLabel = $localizeNext page;
override previousPageLabel = $localize Previous page ;

}

@Component({
selector: 'templates-filter’,
standalone: true,
imports: [
MatButtonModule,
ReactiveFormsModule,
MatlnputModule,
MatFormFieldModule,
MatPaginatorModule,
MatlconModule,
1
providers: [
{ provide: MatPaginatorintl, useClass: ExecutionFactPaginatorLabels },
1
templateUrl: './templates-filter.component.html’,
styleUrl: "./templates-filter.component.scss',
b
export class TemplatesFilterComponent {
senderTemplateName = new FormControl<string>(", [Validators.maxLength(100)]);
activeFilters: TemplateFilter[] = [];
@Input() defaultPage = { pagelndex: 0, pageSize: 50 };
@Input() numberOfTemplates = 0;
@Output() filtersChange = new EventEmitter<TemplateFilter[]>();
@Output() pageChange = new EventEmitter<PageEvent>();

updateFilters() {
this.activeFilters = new Array<TemplateFilter>();

56



const templateName = this.senderTemplateName.getRawValue();
if (templateName && this.senderTemplateName.valid) {
this.activeFilters.push((template) => {
return template.name == templateName;
b
}
}

emitFilters() {
this.filtersChange.emit(this.activeFilters);

¥

clearFilters() {
this.activeFilters =[];
}
}

import { Component, OnDestroy, Onlnit } from '@angular/core’;

import { MatDialog } from '@angular/material/dialog’;

import { MatDivider } from '@angular/material/divider;

import { PageEvent } from '‘@angular/material/paginator’;

import { NgEventBus } from 'ng-event-bus’;

import { ProcessingComponent } from "../../shared/ProcessingComponent’;

import { Template } from "../../shared/template’;

import { TemplateFilter } from '../../shared/templates-types';

import { CreateTemplateComponent } from '../create-template/create-template.component’;
import { TemplateActionsShareService } from '../services/template-actions-share.service';
import { TemplateService } from '../services/template.service’;

import { YesNoShareService } from "../services/yes-no-share.service';

import { TemplatesFilterComponent } from '../templates-filter/templates-filter.component’;
import { TemplatesListComponent } from "../templates-list/templates-list.component';
import { AuthenticationService } from '../services/authentication.service';

import { Events } from "../../shared/duty-manager-events'’;

@Component({
selector: 'templates',
standalone: true,
imports: [
TemplatesListComponent,
CreateTemplateComponent,
TemplatesFilterComponent,
MatDivider,
1
providers: [
MatDialog,
{
provide: 'templateYesNoShare',
useValue: new YesNoShareService<Template>(),
2
1
templateUrl: './templates.component.html’,
styleUrl: './templates.component.scss’,

b

export class TemplatesComponent



extends ProcessingComponent<Template>
implements Onlnit, OnDestroy

{
private _filters: TemplateFilter[] = [I;
private _page = { pagelndex: 0, pageSize: 50 };
private _numberOfTemplates = 0;
userlsAdmin: boolean = false;

constructor(
private templateService: TemplateService,
eventBus: NgEventBus,
templateActionsShare: TemplateActionsShareService,
private authService: AuthenticationService
){
super(eventBus, () => this.loadTemplates());
super.manage(
templateActionsShare.onCreate((newTemplate) =>
templateService.createTemplate(newTemplate).then((id) => {
super.addDataPiece(() => templateService.fetchTemplate(id));
b
)
)i
super.manage(
template ActionsShare.onUpdate((updatedTemplate) => {
templateService.updateTemplate(updated Template).then(() =>
super.replaceDataPiece(
(template) => template.id === updated Template.id,
() => templateService.fetchTemplate(updated Template.id)
)

b
)i
super.manage(
templateActionsShare.onDelete((id) => {
templateService.deleteTemplate(id).then(() =>
super.replaceDataPiece(
(template) => template.id === id,
() => Promise.resolve(null)

);
b
);
this.setlsUserAdmin();
super.manage(
eventBus.on(Events.LOGGED _IN).subscribe(() => this.setlsUserAdmin())
);
¥

ngOnlnit(): void {
this.loadTemplates().then((templates) => super.replaceData(templates));
this.loadNumberOfTemplates();

¥

private setlsUserAdmin() {
this.userlsAdmin = this.authService.getParticipant()?.role.name === '"ADMIN’;



}

private async loadTemplates() {

return this.templateService.fetchTemplates(
this._page.pagelndex,
this._page.pageSize
)i
}

private async loadNumberOfTemplates() {
this._numberOfTemplates = await this.templateService.getNumberOfTemplates();

¥

async loadNewPage(pageEvent: PageEvent) {
this._page = pageEvent;
super.replaceData(await this.load Templates());

¥

get templates() {

return super.data.filter((template) =>
this._filters.every((filter) => filter(template))
);
}

get numberOfTemplates() {
return this._numberOfTemplates;

}

set filters(filters: TemplateFilter[]) {
this._filters = filters;

¥

get page() {
return this._page;
}
}

import {

Component,

Inject,

Injector,

Input,

OnDestroy,

Onlnit,
} from '@angular/core’;
import {
AbstractControl,
FormControl,
FormGroup,
ReactiveFormsModule,
ValidatorFn,
Validators,
} from '@angular/forms’;
import { MatButtonModule } from '@angular/material/button’;



import { MatCardModule } from ‘@angular/material/card’;

import { MatDialog } from '@angular/material/dialog’;

import { MatFormFieldModule } from ‘@angular/material/form-field';
import { MatInputModule } from '@angular/material/input’;

import { NgScrollbar } from 'ngx-scrollbar’;

import { AutoClosableComponent } from "../../shared/AutoClosableComponent';
import { Template } from "../../shared/template’;

import { getErrorMessage } from '../../shared/validation-errors-getter’;

import { TemplateActionsShareService } from'../services/template-actions-share.service";

import { YesNoShareService } from "../services/yes-no-share.service';

import { YesNoDialogComponent } from '../yes-no-dialog/yes-no-dialog.component’;
import { AuthenticationService } from "../services/authentication.service';

import { NgEventBus } from 'ng-event-bus’;

import { Events } from "../../shared/duty-manager-events'’;

@Component({
selector: ‘template-item’,
standalone: true,
imports: [
MatCardModule,
NgScrollbar,
MatButtonModule,
ReactiveFormsModule,
MatInputModule,
MatFormFieldModule,
I
templateUrl: './template-item.component.html’,
styleUrl: "./template-item.component.scss',
b,
export class TemplateltemComponent
extends AutoClosableComponent
implements Onlinit, OnDestroy
{
@Input() template = new Template('placeholder’, ‘placeholder’, ‘placeholder");
userlsAdmin: boolean = false;

updateTemplateForm = new FormGroup({
senderTemplateName: new FormControl<string>("),
senderTemplateDescription: new FormControl<string>("),

b

constructor(
private templateActionShare: TemplateActionsShareService,
@Inject(‘templateYesNoShare")
private yesNoShareService: YesNoShareService<Template>,
private dialog: MatDialog,
private authService: AuthenticationService,
eventBus: NgEventBus
)
super();
super.manage(
yesNoShareService.onDecision((decision) => {
if (decision.decision && decision.issuer.id === this.template.id) {
templateActionShare.nextDelete(this.template.id);

}
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b
)i
this.setlsUserAdmin();
super.manage(

eventBus.on(Events.LOGGED _IN).subscribe(() => this.setlsUserAdmin())
)i
}

ngOnlInit(): void {
this.updateTemplateForm = new FormGroup({

senderTemplateName: new FormControl<string>(", [

Validators.maxLength(100),

this.nameNotSameValidator(),

D,

senderTemplateDescription: new FormControl<string>(", [
Validators.maxLength(500),

D
b;
¥
private setlsUserAdmin() {
this.userlsAdmin = this.authService.getParticipant()?.role.name === 'ADMIN;
¥

updateTemplate() {
const newName = this.updateTemplateForm.get(‘sender TemplateName")?.value;
const newDescription = this.updateTemplateForm.get(
'senderTemplateDescription'
)?.value;
if ((newName || newDescription) && this.updateTemplateForm.valid)
this.template ActionShare.nextUpdate({
id: this.template.id,
name: newName ?? undefined,
description: newDescription ?? undefined,
b
}

deleteTemplate() {
this.dialog.open(YesNoDialogComponent<Template>, {
injector: Injector.create({
providers: [
{
provide: YesNoShareService<Template>,
useValue: this.yesNoShareService,
2
I

1,
data: {

title: $localize*Do you want to delete™+ ™ ""+ this.template.name + " ' + $localize template”,
message: $localize This action can not be reversed.”,
issuer: this.template,
}
b
}



getErrorMessage(formControlName: string) {
return getErrorMessage(formControlName, this.updateTemplateForm);

¥

nameNotSameValidator(): ValidatorFn {
return (control; AbstractControl<string>) => {
if (control.value.trim() === this.template.name) {
return {
invalidTemplateName: $localize’Name is already applied.”,
¥
}else {
return null;
}
3
}
}

import { Component, Inject, Input, LOCALE_ID } from '@angular/core’;

import { MatButtonModule } from '@angular/material/button’;

import { MatButtonToggleModule } from ‘@angular/material/button-toggle’;

import { MatlconModule } from '@angular/material/icon’;

import { RouterModule } from '@angular/router’;

import { Role } from"../../shared/participant’;

import { MatDialog } from '@angular/material/dialog’;

import { ChangePasswordComponent } from '../change-password/change-password.component’;

@Component({
selector: 'side-nav',
standalone: true,
imports: [
RouterModule,
MatButtonModule,
MatlconModule,
MatButtonToggleModule,
1
templateUrl: './side-nav.component.html’,
styleUrl: "./side-nav.component.scss',
b
export class SideNavComponent {
@Input() userRole?: Role;

locales=[
{ localeld: 'uk-UA', selected: false, name: 'VkpaiHceka' },
{ localeld: 'en-US', selected: false, name: 'English' },

]1

constructor(@Inject(LOCALE_ID) public locale: string, private dialog: MatDialog) {
this.locales.forEach((l) => (l.selected = l.localeld === locale));

¥

changePassword() {
this.dialog.open(ChangePasswordComponent);

}



import { Injectable } from '@angular/core’;

import { MatSnackBar } from '@angular/material/snack-bar’;
import { Router } from '@angular/router’;

import { AxiosError } from 'axios’;

import { MetaData, NgEventBus } from 'ng-event-bus’;
import { Events } from'../../shared/duty-manager-events';
import { Participant } from '../../shared/participant’;

import { AxiosService } from './axios.service';

@Injectable({
providedIn: 'root’,
b
export class AuthenticationService {
constructor(
private eventBus: NgEventBus,
private axios: AxiosService,
private snackBar: MatSnackBar,
private router: Router
){
eventBus

.on(Events.LOGIN)

.subscribe((credentials: any) => this.login(credentials.data));
eventBus.on(Events.LOGOUT).subscribe(() => this.logout());
eventBus

.on(Events.REGISTER)

.subscribe((register: MetaData<any>) => this.register(register.data));

}

checkIfAlreadyLoggedIn(): void {
if (this.axios.getParticipant() == null) {
this.eventBus.cast(Events.LOGGED _IN, this.axios.getParticipant());
}
}

getParticipant() {
return this.axios.getParticipant();

¥

async login(credentials: {
login: string;
password: string;

}B: Promise<Participant> {
this.axios.setParticipant(null);
this.eventBus.cast(Events. LOGGED_OUT);
try {

const response = await this.axios.request('post’, ‘auth/jwt’, {
email: credentials.login,
password: credentials.password,
b
const participant = response.data as Participant;
this.axios.setParticipant(participant);
this.eventBus.cast(Events.LOGGED _IN, participant);
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return participant;

} catch (error) {
this.axios.setParticipant(null);
this.eventBus.cast(Events. LOGGED_OUT);
return Promise.reject(error);

¥

}

logout() {
this.axios.setParticipant(null);

this.eventBus.cast(Events. LOGGED_OUT);
this.snackBar.open($localize Y ou were logged out.”, undefined, { duration: 2000 });
this.router.navigate(["]);

}
register(registerData: { email: string; password: string }) {
this.axios
.request(‘post’, 'participants', registerData)
.then(() =>

this.eventBus.cast(Events.LOGIN, {
login: registerData.email,
password: registerData.password,
b
)

.catch((error: AxiosError<any, any>) =>
this.snackBar.open(error.response?.data?.message, undefined, {
duration: 5000,

)

)i

}
}

import { Injectable } from '@angular/core’;

import { MatDialog } from '@angular/material/dialog’;

import { MatSnackBar } from '@angular/material/snack-bar’;

import { Router } from '@angular/router’;

import axios, { AxiosError, AxiosHeaders, AxiosResponse } from ‘axios";

import { NgxSpinnerService } from 'ngx-spinner’;

import { environment } from../../environments/environment;

import { Participant } from "../../shared/participant’;

import { AuthenticationComponent } from *../authentication/authentication.component’;

@Injectable({
providedIn: 'root',

)

export class AxiosService {
private loginFormOpened = false;
private participant?: Participant;

constructor(
private dialog: MatDialog,
router: Router,
snackBar: MatSnackBar,
private loadIndicator: NgxSpinnerService
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At

axios.defaults.baseURL = environment.apiUrl + /api/v1’;
axios.defaults.headers.post['Content-Type'] = ‘application/json’;
axios.interceptors.response.use(null, (error: AxiosError) => {
const notAuthenticated = error.response?.status === 401;
const loginlsCurrentPage = router.url === /login’;

if (notAuthenticated && !loginlsCurrentPage && !this.loginFormOpened) {

const dialogRef = this.dialog.open(AuthenticationComponent);
this.loginFormOpened = true;
dialogRef.afterClosed().subscribe(() => {
this.loginFormOpened = false;
bk
}
if (notAuthenticated && loginlsCurrentPage) {
snackBar.open($localize You are not logged in.”, $localize close’, {
duration: 2000,
bk
}
if (error.config!.url ==="auth/jwt") {
snackBar.open(
$localize™Login or password are incorrect!”,
$localize close’,
{
duration: 2000,
}
)i
}
return Promise.reject(error);
b
}

getParticipant(): Participant | null {
if (this.participant) {
return this.participant;
}else {
const stringParticipant = window.localStorage.getltem(‘participant);
if (stringParticipant === null) {
return null;
}
const participant = JSON.parse(stringParticipant);
this.participant = participant as Participant;
return participant;
}
}

setParticipant(participant: Participant | null): void {
if (participant == null) {
window.localStorage.setltem('participant’, JSON.stringify(participant));
this.participant = participant;
}else {
window.localStorage.removeltem(‘participant’);
this.participant = undefined;
¥
¥
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/l TODO commit to git, check all functionality on staging server, deploy new version

request<T>(

method: string,

url: string,

data?: any,

parameters?: any

): Promise<AxiosResponse<any, T>> {

let timeout: any | undefined,;

let timeoutWasSet = false;

let mainPageTimeout: any | undefined;

let mainPageTimeoutWasSet = false;

if (method === "get") {
timeout = setTimeout(() => this.loadIndicator.show(), 500);
timeoutWasSet = true;

}

if((method ==="post' && url.includes(‘auth’))) {
mainPageTimeout = setTimeout(() => this.loadIndicator.show('main-page-load-spinner’), 500);
mainPageTimeoutWasSet = true;

}

let headers: AxiosHeaders = new AxiosHeaders();

headers.set('Time-Zone', Intl. DateTimeFormat().resolvedOptions().timeZone);

const participant = this.getParticipant();

if (participant !==null) {
headers.set('Authorization', '‘Bearer ' + participant.jwt);
}
const response = axios({
method: method,
url: url,
data: data,
headers: headers,
params: parameters,
bk
response.finally(() =>{
if (timeout == undefined && timeoutWasSet) {
clearTimeout(timeout);
}
this.loadIndicator.hide();
if (mainPageTimeout !==undefined && mainPageTimeoutWasSet) {
clearTimeout(mainPageTimeout);
}
this.loadIndicator.hide('main-page-load-spinner’);
bk
return response;
}
}

import { AxiosError } from 'axios’;
import { AxiosService } from './axios.service';
import { MatSnackBar } from '@angular/material/snack-bar";

export class ErrorAlertingService {
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constructor(protected axios: AxiosService, protected snackBar: MatSnackBar) {}

async alertingRequest(
method: string,
url: string,
data?: any,
parameters?: any
): Promise<any> {
try {
const response = await this.axios.request(method, url, data, parameters);
return response.data;
} catch (error: any) {
this.alertUser(error);
return Promise.reject(error);
}
}

private alertUser(error: AxiosError<any, any>) {
this.snackBar.open(
error.response?.data.message ?? error.message,
$localizeclose’,

{
duration: 10000,

import { Injectable } from '@angular/core’;
import { Subject } from 'rxjs’;

export class DeferredPromise<T> {
private promise: Promise<T>;
resolve: (value: T |PromiseLike<T>) =>void = () => {};
reject: (error?: any) => void = () => {};

constructor() {
this.promise = new Promise<T>((resolve, reject) => {
this.resolve = resolve;
this.reject = reject;
3
}

async then(fulfilled: (val: T) =>void) {
return this.promise.then(fulfilled);

¥

async catch(rejected: (error: any) =>void) {
return this.promise.catch(rejected);

}

async finally(settled: () => void) {
return this.promise.finally(settled);

}
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}

type RecordExecutionFactRequest = {
fact: {
templateld: string;
description: string;
instant: boolean;
b
usedTemplateldPromise?: DeferredPromise<string | null>;
factRecordedPromise?; DeferredPromise<string | null>;

¥

@Injectable({
providedIn: 'root’,
b
export class ExecutionFactActionsShareService {
private onTestimonySubject = new Subject<string>();
private onFactFinishSubject = new Subject<string>();
private onCreateSubject = new Subject<RecordExecutionFactRequest>();
private onFactDeleteSubject = new Subject<string>();

onTestimony(callback: (id: string) => void) {
return this.onTestimonySubject.subscribe(callback);

}

onFactFinish(callback: (id: string) => void) {
return this.onFactFinishSubject.subscribe(callback);

}

onCreate(callback: (value: RecordExecutionFactRequest) => void) {
return this.onCreateSubject.subscribe(callback);

¥

onFactDelete(callback: (id: string) => void) {
return this.onFactDeleteSubject.subscribe(callback);

¥

nextTestimony(id: string) {
this.onTestimonySubject.next(id);

¥

nextFactFinish(id: string) {
this.onFactFinishSubject.next(id);

¥

nextCreate(request: RecordExecutionFactRequest) {
this.onCreateSubject.next(request);

¥

nextFactDelete(id: string) {
this.onFactDeleteSubject.next(id);

¥
¥



import { DatePipe } from '@angular/common’;

import { Injectable } from '@angular/core’;

import { MatSnackBar } from ‘@angular/material/snack-bar";
import { ExecutionFact } from "../../shared/execution-fact’;

import { RecordExecutionFact } from "../../shared/execution-facts-types';

import { AxiosService } from "./axios.service';
import { ErrorAlertingService } from "./error-alerting-service';

@Injectable({
providedIn: 'root',
b
export class ExecutionFactService extends ErrorAlertingService {
constructor(
axios: AxiosService,
snackBar: MatSnackBar,
private datePipe: DatePipe
){

super(axios, snackBar);

¥

async fetchExecutionFact(id: string): Promise<ExecutionFact> {
return super.alertingRequest('get’, “execution-facts/${id}");

¥

async fetchExecutionFacts(
from: Date = new Date('1/1/2024"),
to?: Date,
executorld: string = this.axios.getParticipant()?.id ?? ",
pageSize?: humber
): Promise<ExecutionFact[]> {
return super.alertingRequest('get’, ‘execution-facts', null, {
from: this.datePipe.transform(from, 'yyyy-MM-ddTHH:mm:ss"),
executorld: executorld,
to: this.datePipe.transform(to, 'yyyy-MM-ddTHH:mm:ss"),
pageSize: pageSize,
ok
}

async fetchActiveExecutionFacts(
from: Date = new Date('1/1/2024"),
to?: Date,
executorld: string = this.axios.getParticipant()?.id ?? ",
pageSize?: number
): Promise<ExecutionFact[]> {
return super.alertingRequest('get', 'execution-facts/active’, null, {
from: this.datePipe.transform(from, 'yyyy-MM-ddTHH:mm:ss'),
executorld: executorld,
to: this.datePipe.transform(to, 'yyyy-MM-ddTHH:mm:ss"),
pageSize: pageSize,
3
¥

async finishExecutionFact(id: string): Promise<void> {
return super.alertingRequest(‘post’, ‘execution-facts/finished’, id);

}
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async registerExecutionFact(
recordExecutionFact: RecordExecutionFact
): Promise<string> {
const response = await super.alertingRequest(‘post’, 'execution-facts', {
...recordExecutionFact,
executorld: this.axios.getParticipant()?.id,
b;
if (recordExecutionFact.instant === true) {
await this.finishExecutionFact(response);

¥

return response;

async testifyExecutionFact(factld: string): Promise<string> {
return super.alertingRequest('post’, “execution-facts/${factld}/testimonies’);

}

async deleteExecutionFact(factld: string): Promise<void> {
return super.alertingRequest('delete’, “execution-facts/${factld}");
}
}

import { Injectable, OnDestroy } from '@angular/core’;
import { NgEventBus } from 'ng-event-bus';

import { Subject, Subscription } from 'rxjs’;

import { validate as idUuidValid } from 'uuid’;

import { Events } from'../../shared/duty-manager-events';
import { Participant } from'../../shared/participant’;

import { AuthenticationService } from "./authentication.service';

type TemplateldsToNumberOfltsUsages = { id: string; numberOfUsages: number };

@Injectable({
providedIn: 'root',
)
export class MostUsed TemplatesService implements OnDestroy {
private subscriptions: Subscription[] = [1;
private templateldsToNumberOfltsUsages: TemplateldsToNumberOfltsUsages[] =[];
private newTemplateldAdded = new Subject<string>();

constructor(
private authService: AuthenticationService,
eventBus: NgEventBus
){
this.loadCurrentUserPreferences();
this.subscriptions.push(
eventBus
.on(Events.LOGGED _IN)
.subscribe(() => this.loadCurrentUserPreferences())
);
}

ngOnDestroy(): void {
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this.subscriptions.forEach((s) => s.unsubscribe());

¥

loadCurrentUserPreferences() {
const currentUser = this.authService.getParticipant();
if (currentUser) {
this.templateldsToNumberOfltsUsages = JSON.parse(
window.localStorage.getltem(this.getStorageKeyForUser(currentUser)) ??
0
) as TemplateldsToNumberOfltsUsages[];
}
}

templateUsed(templateld: string) {
const existingTemplatelndex = this.templateldsToNumberOfltsUsages.findIndex(
(t) => t.id === templateld
)i
if (existingTemplatelndex !==-1) {
const existingTemplate = this.templateldsToNumberOfltsUsages.at(
existingTemplatelndex
L3k
existingTemplate.numberOfUsages += 1;
this.templateldsToNumberOfltsUsages.splice(
existingTemplatelndex,
1,
existingTemplate
)i
}else {
this.templateldsToNumberOfltsUsages.push({

id: templateld,
numberOfUsages: 1,
b
this.newTemplateldAdded.next(templateld);
}
}

removeGlitched(templateld: string) {
this.templateldsToNumberOfltsUsages.splice(
this.templateldsToNumberOfltsUsages.findIndex((t) => t.id === templateld),
1
);

¥

write10MostUsedTemplateldsToLocalStorage() {
const currentUser = this.authService.getParticipant();
if (currentUser) {
window.localStorage.setltem(
this.getStorageKeyForUser(currentUser),
JSON.stringify(
this.templateldsToNumberOfltsUsages
filter((e) => idUuidValid(e.id))
.sort((a, b) => b.numberOfUsages - a.numberOfUsages)
.slice(0, 10)
)
);
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¥
ky

getMostUsedTemplatelds() {
return this.templateldsToNumberOfltsUsages.map((t) => t.id);

¥

onNewTemplateld(callback: (id: string) => void) {
return this.newTemplateldAdded.subscribe(callback);

¥

private getStorageKeyForUser(participant: Participant) {
return participant.id + '_most_used template_ids';
}
}

import { Injectable } from '@angular/core’;

import { MatSnackBar } from '@angular/material/snack-bar";
import { AxiosError } from 'axios';

import { Template } from"../../shared/template’;

import { AxiosService } from './axios.service';

import { CreateTemplate, UpdateTemplate } from../../shared/templates-types'’;

import { ErrorAlertingService } from './error-alerting-service’;

@Injectable({
providedIn: ‘root’,

b

export class TemplateService extends ErrorAlertingService {

constructor(axios: AxiosService, snackBar: MatSnackBar) {
super(axios, snackBar);

}

async fetchTemplates(
page: number = 0,
pageSize: number =50
): Promise<Template[]> {
return super.alertingRequest('get’, ‘templates’, undefined, {
page: page,
pageSize: pageSize,
b
}

async fetchTemplate(id: String): Promise<Template> {
return super.alertingRequest(‘get’, “templates/${id}");

¥

async getNumberOfTemplates(): Promise<number> {
return super.alertingRequest(‘get’, ‘templates/quantity");

¥

async createTemplate(newTemplate: CreateTemplate): Promise<string> {
return super.alertingRequest('post’, 'templates', newTemplate);

¥
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async updateTemplate(updatedTemplate: UpdateTemplate) {
if(updatedTemplate.name ===") {
updatedTemplate.name = undefined,
}
if(updatedTemplate.description === ") {
updatedTemplate.description = undefined;

}
return super.alertingRequest(‘put’, “templates/${updatedTemplate.id}’, updatedTemplate);

¥

async deleteTemplate(id: String): Promise<void> {
return super.alertingRequest('delete’, “templates/${id}");

}

async fuzzySearchByName(name: string): Promise<Template[]> {
return super.alertingRequest(‘get’, ‘templates’, undefined, {
fuzzyName: name
b
}
}

import { CommonModule } from ‘@angular/common’;
import { Component, Optional } from '‘@angular/core’;
import {
FormControl,
FormGroup,
ReactiveFormsModule,
Validators,
} from '@angular/forms';
import { MatButtonModule } from '@angular/material/button’;
import { MatDialogRef } from '@angular/material/dialog’;
import { MatFormFieldModule } from ‘@angular/material/form-field';
import { MatlconModule } from '@angular/material/icon’;
import { MatlnputModule } from '@angular/material/input’;
import { NgEventBus } from 'ng-event-bus';
import { validatePassword } from './password-validator;
import { getErrorMessage } from "../../shared/validation-errors-getter’;
import { Events } from '../../shared/duty-manager-events';

@Component({
selector: 'registration-form’,
standalone: true,
imports: [
MatlnputModule,
MatFormFieldModule,
ReactiveFormsModule,
CommonModule,
MatlconModule,
MatButtonModule,
1
templateUrl: './registration-form.component.html’,
styleUrl: "./registration-form.component.scss',

b
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export class RegistrationFormComponent {
hide = true;
constructor(
private eventBus: NgEventBus,
@Optional() private dialogRef?: MatDialogRef<any>

)4

registerForm = new FormGroup({
senderFullName: new FormControl(", [Validators.required]),
senderEmail: new FormControl(", [Validators.required, Validators.email]),
senderPassword: new FormControl(", [
Validators.required,
validatePassword,
Validators.minLength(8)
D,
ok

register() {
if (this.registerForm.valid) {

this.dialogRef?.close();

this.eventBus.cast(Events.REGISTER, {
fullName: this.registerForm.get('senderFullName")?.value,
email: this.registerForm.get(‘senderEmail’)?.value,
password: this.registerForm.get(‘'senderPassword')?.value,

ok

}
}

getErrorMessage(formControlName: string) {
return getErrorMessage(formControlName, this.registerForm);
}
}

import { AsyncPipe, CommonModule } from'@angular/common’;
import {

Component,

ElementRef,

HostListener,

OnDestroy,

Onlnit,
} from '@angular/core’;
import { FormControl, ReactiveFormsModule, VValidators } from '@angular/forms’;
import { MatAutocompleteModule } from '@angular/material/autocomplete’;
import { MatButtonModule } from '‘@angular/material/button’;
import { MatCheckboxModule } from '@angular/material/checkbox’;
import { MatChipsModule } from '@angular/material/chips’;
import { MatDividerModule } from ‘@angular/material/divider;
import { MatExpansionModule } from '@angular/material/expansion’;
import { MatFormFieldModule } from ‘@angular/material/form-field';
import { MatlconModule } from '@angular/material/icon’;
import { MatInputModule } from '@angular/material/input’;
import { MatTabsModule } from '@angular/material/tabs’;
import { RouterLink } from '@angular/router’;
import { NgEventBus } from 'ng-event-bus’;



import { SlickCarouselModule } from 'ngx-slick-carousel’;
import { AutoClosableComponent } from "../../shared/AutoClosableComponent’;
import { Events } from "../../shared/duty-manager-events';
import { Template } from "../../shared/template’;
import {
DeferredPromise,
ExecutionFactActionsShareService,
} from "../services/execution-fact-actions-share.service';
import { MostUsedTemplatesService } from'../services/most-used-templates.service';
import { TemplateService } from '../services/template.service';

type SlickChangeEvent = {
event: any;
slick: any;
currentSlide: number;
first: boolean;

last: boolean;

¥

@Component({
selector: 'record-execution-fact',
standalone: true,
imports: [
MatButtonModule,
MatChipsModule,
MatlnputModule,
MatFormFieldModule,
ReactiveFormsModule,
MatlconModule,
CommonModule,
MatCheckboxModule,
SlickCarouselModule,
MatDividerModule,
MatExpansionModule,
MatTabsModule,
MatAutocompleteModule,
AsyncPipe,
RouterLink,
1
templateUrl: './record-execution-fact.component.html’,
styleUrl: "./record-execution-fact.component.scss',
)
export class RecordExecutionFactComponent
extends AutoClosableComponent
implements OnDestroy, Onlnit
{
senderDescription = new FormControl(", [\Validators.required]);
senderlInstant = new FormControl(");
senderFuzzyName = new FormControl(");
slideConfig?: any;
mostUsedTemplates: Template[] =[];
fuzzySearchResult: Template[] = [];
recordButtonDisabled = false;

private selectedTemplate?: Template;
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private currentTemplatePage = { pagelndex: 0, pageSize: 50 };

constructor(
private templatesService: TemplateService,
private factsActionsService: ExecutionFactActionsShareService,
eventBus: NgEventBus,
private elementRef: ElementRef,
private templateCache: MostUsed TemplatesService
)
super();
super.manage(eventBus.on(Events.LOGGED _IN).subscribe(() => this.setData()));
super.manage(
templateCache.onNewTemplateld((id) =>
templatesService
fetchTemplate(id)
.then((t) => this.mostUsedTemplates.push(t))
)
)i
}

ngOnlnit(): void {
this.setData();
¥

private setData() {
this.setMostUsed Templates();

}

override ngOnDestroy(): void {
super.ngOnDestroy();
this.writeMostUsed TemplatesToCache();

}

@HostListener(‘'window:beforeunload’)

private writeMostUsedTemplatesToCache() {
this.templateCache.write10MostUsed TemplateldsToLocalStorage();

}

initCarousel Arrows() {
if (this.slideConfig === undefined) {
const nextArrow = (
this.elementRef.nativeElement as HTMLElement
).querySelector(‘#next-arrow’);
const prevArrow = (
this.elementRef.nativeElement as HTMLElement
).querySelector(‘#prev-arrow’);
this.slideConfig = {
slidesToScroll: 1,
infinite: false,
variableWidth: true,
nextArrow: nextArrow,
prevArrow: prevArrow,
swipe: false,
3
}
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}

private async loadTemplates() {
return this.templatesService.fetchTemplates(
this.currentTemplatePage.pagelndex,
this.currentTemplatePage.pageSize
)i
}

private setMostUsed Templates() {
this.mostUsedTemplates = [];
this.templateCache.getMostUsed Templatelds().forEach((id) =>
this.templatesService
fetchTemplate(id)
.then((t) => this.mostUsedTemplates.push(t))
.catch(() => this.templateCache.removeGlitched(id))
)i
}

getErrorMessage() {
return $localize Either select parent or describe what you did.;

¥

recordExecutionFact() {
let templateld = ";
if (this.selectedTemplate) {
templateld = this.selectedTemplate.id;
}
if (this.senderDescription.value && this.senderDescription.valid) {
const usedTemplateldPromise = new DeferredPromise<string | null>();
usedTemplateldPromise.then((id) => {
if (id '==null) {
this.templatesService
fetchTemplate(id)
.then((t) => this.templateCache.templateUsed(t.id));
}
b
const factRecordedPromise = new DeferredPromise<string | null>();
factRecordedPromise.finally(() => (this.recordButtonDisabled = false));
this.recordButtonDisabled = true;
this.factsActionsService.nextCreate({
fact: {
templateld: templateld,
description: this.senderDescription.value,
instant: Boolean(this.senderInstant.value),
}
usedTemplateldPromise: usedTemplateldPromise,
factRecordedPromise: factRecordedPromise,
b
}
}

selectionChanged(templateName: string) {
const pastTemplate = this.selectedTemplate;
const nameFilter = (template: Template): boolean =>



template.name === templateName;
this.selectedTemplate =
this.fuzzySearchResult.find(nameFilter) ??
this.mostUsedTemplates.find(nameFilter);
const senderDescription = (this.senderDescription.value ?? ").trim();
if
pastTemplate '== undefined &&
this.selectedTemplate !== undefined &&
templateName === pastTemplate.name
)
if (senderDescription === this.selected Template.description) {
this.senderDescription.setValue(");
}
this.selectedTemplate = undefined;
}else if (
senderDescription ===" |
this.mostUsedTemplates.find(
(template) => template.description === senderDescription
) 1==undefined ||
this.fuzzySearchResult.find(
(template) => template.description === senderDescription
) I==undefined
)
this.senderDescription.setValue(this.selected Template?.description ?? );
}
}

async setTemplatesByFuzzyName() {
const templateName = this.senderFuzzyName.value;
if (
this.senderFuzzyName.dirty &&
templateName &&
templateName.trim() !=="
){
this.fuzzySearchResult = await this.templatesService.fuzzySearchByName(
templateName
)
}
}
}

import { Component, EventEmitter, Input, Onlnit, Output } from '‘@angular/core’;
import { Participant } from '../../shared/participant’;

import { MatCardModule } from '@angular/material/card’;

import { MatButtonModule } from '@angular/material/button’;

import { ExecutionFactService } from '../services/execution-fact.service';
import { ExecutionFact } from "../../shared/execution-fact’;

import { MatChipsModule } from '@angular/material/chips';

import { MatlconModule } from '@angular/material/icon’;

import { AuthenticationService } from "../services/authentication.service';
import { subDays } from ‘date-fns’;

import { NgScrollbarModule } from 'ngx-scrollbar’;

import { DatePipe } from '@angular/common’;
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/[This component has limitation, it is that if there was more than 200 facts in n day range,
/I the list of facts will not correctly show facts that need to be testified, where n is number of most recent days to be

shown.
/I This needs to be fixed on server side.

@Component({
selector: 'participant-item’,
standalone: true,

imports: [MatCardModule, MatButtonModule, MatChipsModule, MatlconModule, NgScrollbarModule, DatePipe],

templateUrl: "./participant-item.component.html’,
styleUrl: "./participant-item.component.scss',

b

export class ParticipantitemComponent implements Onlnit {
private static readonly MAX_EXECUTION_FACTS = 3;

@Input() participant: Participant = new Participant();
@Output() navigateToFactsPage = new EventEmitter<string>();

executionFacts: ExecutionFact[] =];
userAllowedToFinishFact = false;

constructor(
private factService: ExecutionFactService,
private authService: AuthenticationService
)&
ngOninit(): void {
this.initializeFacts();

}

private initializeFacts() {
this.userAllowedToFinishFact =
this.participant.id === this.authService.getParticipant()?.id;
if (this.userAllowedToFinishFact) {
this.loadActiveFacts();
}else {
this.loadNotTestified();
}
}

private async loadActiveFacts() {
this.executionFacts = await this.factService.fetchActiveExecutionFacts(
new Date('1/1/2024"),
undefined,
this.participant.id,
ParticipantitemComponent MAX_EXECUTION_FACTS
);
}

private async loadNotTestified() {
const loaded = await this.factService.fetchExecutionFacts(
subDays(new Date(), 3),
undefined,
this.participant.id
);

this.executionFacts = loaded.filter(
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(fact) =>
fact.testimonies.find(
(testimony) =>
testimony.witnessld === this.authService.getParticipant()?.id
) === undefined
).slice(0, ParticipantitemComponent. MAX_EXECUTION_FACTYS);
}

emitParticipantld() {
this.navigate ToFactsPage.emit(this.participant.id);

¥

finishExecutionFact(fact: ExecutionFact) {
this.factService
finishExecutionFact(fact.id)
.then(() => this.initializeFacts());

}

testifyExecutionFact(fact: ExecutionFact) {
this.factService
testifyExecutionFact(fact.id)
.then(() => this.initializeFacts());
}
}

import { CommonModule } from '@angular/common’;

import { Component, EventEmitter, Output } from '@angular/core’;
import { MatButtonModule } from '@angular/material/button’;
import { MatlconModule } from '@angular/material/icon’;
import { MatToolbarModule } from '@angular/material/toolbar’;
import { MetaData, NgEventBus } from 'ng-event-bus';

import { Participant } from '../../shared/participant’;

import { Events } from'../../shared/duty-manager-events';

import { RouterModule } from '‘@angular/router’;

@Component({
selector: 'app-header’,
standalone: true,
imports: [MatToolbarModule, MatButtonModule, MatlconModule, CommonModule, RouterModule],
templateUrl: *./header.component.html’,
styleUrl: "./header.component.scss',
b
export class HeaderComponent {
private participant?: Participant;
@Output() sideNawStateChanged = new EventEmitter<void>()
constructor(private eventBus: NgEventBus) {
eventBus
.on(Events.LOGGED _IN)
.subscribe((participantData: MetaData<any>) =>
this.setParticipant(participantData.data as Participant)
)i
eventBus
.on(Events.LOGGED_OUT)
.subscribe(() => (this._participant = undefined));
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}

private setParticipant(participant: Participant) {
if (Ithis._participant) {
this._participant = participant;
} else if ('this._participant.equals(participant)) {
this._participant = participant;
}
}

logout() {
this.eventBus.cast(Events.LOGOUT);

¥

get participant() {
return this._participant;

}

toggleMenu() {
this.sideNawsStateChanged.emit();
}
}

import { CommonModule, DatePipe } from '@angular/common’;
import {

Component,

EventEmitter,

Injectable,

Input,

OnDestroy,

Onlnit,

Output,
} from '@angular/core’;

import { FormControl, ReactiveFormsModule, Validators } from '@angular/forms’;

import { MatButtonModule } from '@angular/material/button’;
import {

MatButtonToggleChange,

MatButtonToggleModule,
} from '@angular/material/button-toggle’;
import { MatDatepickerModule } from ‘@angular/material/datepicker";
import { MatDividerModule } from '@angular/material/divider’;
import { MatFormFieldModule } from '@angular/material/form-field";
import { MatlconModule } from '@angular/material/icon’;
import { MatinputModule } from '@angular/material/input’;
import { MatMenuModule } from '@angular/material/menu’;
import {

MatPaginatorintl,

MatPaginatorModule,

PageEvent,
} from '@angular/material/paginator’;
import {

add,

differencelnDays,

isSameDay,
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subDays,
subMilliseconds,
} from 'date-fns";
import { Subject, Subscription } from 'rxjs’;
import { AutoClosableComponent } from "../../shared/AutoClosableComponent';
import {
ExecutionFactFilter,
ExecutionFactLoadParameters,
} from '../../shared/execution-facts-types";
import { ExecutionFactsLoadParametersShareService } from '../services/execution-facts-load-settings-share.service';

@Injectable()
export class ExecutionFactPaginator implements MatPaginatorintl, OnDestroy {
private subscriptions: Subscription[] = [];
activeLoadSettings?: ExecutionFactLoadParameters;
changes: Subject<void> = new Subject<void>();
itemsPerPageLabel = $localize*Days per page;
nextPagelLabel = $localize Next period’;
previousPagel abel = $localize Previous period’;
firstPageLabel = ";
lastPagelLabel =";
constructor(
private datePipe: DatePipe,
factsLoadSettingsService: ExecutionFactsLoadParametersShareService
){
this.subscriptions.push(
factsLoadSettingsService.onLoadParameters((settings) => {
this.activelLoadSettings = settings;
this.changes.next();
b
)i
}
ngOnDestroy(): void {
this.subscriptions.forEach((sub) => sub.unsubscribe());
}
getRangeLabel(page: number, pageSize: number, length: number) {
return “${this.datePipe.transform(
this.activelLoadSettings?.from,
'MMMM d'
)} - ${this.datePipe.transform(this.activeLoadSettings?.to, ' MMMM d"}’;
}
}

@Component({

selector: 'execution-facts-filter',

standalone: true,

imports: [
MatFormFieldModule,
MatInputModule,
MatDatepickerModule,
MatPaginatorModule,
MatButtonToggleModule,
MatButtonModule,
MatMenuModule,
MatlconModule,
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ReactiveFormsModule,
CommonModule,
MatDividerModule,
1
providers: [{ provide: MatPaginatorintl, useClass: ExecutionFactPaginator }],
templateUrl: "./execution-facts-filter.component.html’,
styleUrl: "./execution-facts-filter.component.scss',
b
export class ExecutionFactsFilterComponent
extends AutoClosableComponent
implements OnDestroy, Onlnit
{
private static readonly DEFAULT_PAGE_SIZE: number =7;
private static readonly DEFAULT_FROM_DATE =
ExecutionFactsFilterComponent.initDefaultFromDate();
private static readonly DEFAULT_TO_DATE = new Date();
private static readonly DEFAULT_LOAD_PARAMETERS = {
from: ExecutionFactsFilterComponent. DEFAULT_FROM_DATE,
to: ExecutionFactsFilterComponent. DEFAULT_TO_DATE,

¥

private static initDefaultFromDate(): Date {
return subDays(new Date(), ExecutionFactsFilterComponent. DEFAULT_PAGE_SIZE);

}

senderTemplateName = new FormControl<string>(");

senderFromDate = new FormControl<Date>(

ExecutionFactsFilterComponent. DEFAULT_FROM_DATE,

[Validators.required]

);

senderToDate = new FormControl<Date>(
ExecutionFactsFilterComponent. DEFAULT_TO_DATE

)i

stateFilter = { active: true, finished: true };

pageOptions =[1, 3, 7, 31];

private _loadSettingsChanged = false;

activeFilters: ExecutionFactFilter[] = [];

activeStateFilter: ExecutionFactFilter = () => true;

@Input() pageSize = ExecutionFactsFilterComponent. DEFAULT _PAGE_SIZE;
@Input() defaultLoadParameters: ExecutionFactLoadParameters =
ExecutionFactsFilterComponent. DEFAULT _LOAD_PARAMETERS;
@Output() private filterChanged = new EventEmitter<ExecutionFactFilter[]>();
@Output() private stateFilterChanged =

new EventEmitter<ExecutionFactFilter>();

_activeLoadSettings: ExecutionFactLoadParameters =
ExecutionFactsFilterComponent. DEFAULT_LOAD_PARAMETERS;

constructor(

private factsLoadSettingsService: ExecutionFactsLoadParametersShareService
)

super();

super.manage(

this.factsLoadSettingsService.onLoadParameters((settings) => {
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this.senderFromDate.setValue(settings.from);
this.senderToDate.setValue(settings.to);
b
);
¥

ngOnlnit(): void {
this._activelLoadSettings = this.defaultLoadParameters;
}
updateFilters() {
this.activeFilters = new Array<ExecutionFactFilter>();
const templateName = this.senderTemplateName.getRawValue();
if (templateName) {
this.activeFilters.push((fact) => {
return fact.templateName == templateName;
ok
}
}

emitFilters() {
this.filterChanged.emit(this.activeFilters);

}

clearFilters() {

this.activeFilters =];
}
updateLoadSetting() {

this.activelLoadSettings = {

from:

this.senderFromDate.getRawValue() ?? this.defaultLoadParameters.from,
to: this.senderToDate.getRawValue() ?? this.defaultLoadParameters.to,
¥
}

emitLoadSettings() {
this.factsLoadSettingsService.nextLoadParameters(this.activeLoadSettings);
}
clearLoadSettings() {
this.activeLoadSettings = this.defaultLoadParameters;

¥

changeSelectedLoadState(event: MatButtonToggleChange) {
let activeOption = event.value as string[];

if (activeOption.includes(‘active’) && activeOption.includes(‘finished")) {
this.activeStateFilter = () => true;
this.stateFilter.active = true;
this.stateFilter.finished = true;

} else if (activeOption.includes(‘finished")) {
this.activeStateFilter = (fact) => fact.finishTime !==null;
this.stateFilter.active = false;
this.stateFilter.finished = true;

} else if (activeOption.includes(‘active)) {
this.activeStateFilter = (fact) => fact.finishTime === null;
this.stateFilter.active = true;
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this.stateFilter.finished = false;
}else{

this.activeStateFilter = () => false;

this.stateFilter.active = false;

this.stateFilter.finished = false;

¥

this.stateFilterChanged.emit(this.activeStateFilter);
¥

changePage(page: PageEvent) {
this.pageSize = page.pageSize;
const pageOffset = this.getDaysOffset(page);
let fromDate = this.activelLoadSettings.from;
if
i(
page.previousPagelndex &&
Math.abs(page.pagelndex - page.previousPagelndex) !==
)
)
fromDate = add(fromDate, { days: pageOffset });
}
const toDate = subMilliseconds(
add(fromDate, { days: this.pageSize +1}),
500
)i
this.activeLoadSettings = {
from: fromDate,
to: toDate,
¥
this.factsLoadSettingsService.nextLoadParameters(this.activeLoadSettings);

}

getDaysOffset(page: PageEvent): number {
if (Ipage.previousPagelndex || page.pagelndex > page.previousPagelndex) {
return page.pageSize;
}else {
return O - page.pageSize;
}
}

get maxLength() {
return Number. MAX_SAFE_INTEGER;

¥

get loadSettingsChanged() {
return this._loadSettingsChanged,;

¥

get activeLoadSettings() {
return this._activel oadSettings;

¥

set activeLoadSettings(settings: ExecutionFactLoadParameters) {
this._activeL.oadSettings = settings;

85



if
isSameDay(settings.from, this.defaultLoadParameters.from) &&
isSameDay(settings.to, this.defaultLoadParameters.to)

)
this._loadSettingsChanged = false;

}else{
this._loadSettingsChanged = true;
}
}

calculateCurrentIndex(): number {
const daysOffset = differencelnDays(
new Date(),
this.activeLoadSettings.from
);
const offsetRelatedToMaxValueAllowed =
Number.MAX_SAFE_INTEGER -1 * this.pageSize - daysOffset; // (1 * this.pageSize) is here to allow user make
at least one request with 'from’ date being in the future
const paginatedOffset = offsetRelated ToMaxValueAllowed / this.pageSize;
return paginatedOffset;
}
}
import { AsyncPipe } from '@angular/common’;
import { Component, OnDestroy, Onlnit } from '‘@angular/core’;
import { MatDividerModule } from ‘@angular/material/divider’;
import { ActivatedRoute } from '@angular/router’;
import { endOfDay, startOfDay, subDays } from 'date-fns';
import { NgEventBus } from 'ng-event-bus';
import { ProcessingComponent } from "../../shared/ProcessingComponent’;
import { Events } from '../../shared/duty-manager-events';
import { ExecutionFact } from'../../shared/execution-fact’;
import {
ExecutionFactFilter,
ExecutionFactLoadParameters,
} from'../../shared/execution-facts-types';
import { Participant } from "../../shared/participant’;
import { ExecutionFactsFilterComponent } from '../execution-facts-filter/execution-facts-filter.component’;
import { ExecutionFactsListComponent } from "../execution-facts-list/execution-facts-list.component’;
import { RecordExecutionFactComponent } from '../record-execution-fact/record-execution-fact.component';
import { AuthenticationService } from '../services/authentication.service';
import { ExecutionFactActionsShareService } from '../services/execution-fact-actions-share.service';
import { ExecutionFactService } from "../services/execution-fact.service’;
import { ExecutionFactsLoadParametersShareService } from '../services/execution-facts-load-settings-share.service';
import { MostUsedTemplatesService } from "../services/most-used-templates.service'’;
import { YesNoShareService } from '../services/yes-no-share.service’;

@Component({

selector: 'app-execution-facts',

standalone: true,

imports: [
ExecutionFactsListComponent,
RecordExecutionFactComponent,
ExecutionFactsFilterComponent,
MatDividerModule,
AsyncPipe,
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I
providers: [
ExecutionFactsLoadParametersShareService,
ExecutionFactActionsShareService,
MostUsedTemplatesService,
{
provide: 'deleteFactShare’,
useValue: new YesNoShareService<ExecutionFact>(),
}
1
templateUrl: "./execution-facts.component.html’,
styleUrl: "./execution-facts.component.scss',
b
export class ExecutionFactsComponent
extends ProcessingComponent<ExecutionFact>
implements OnlInit, OnDestroy

{
daysToBeShown = 1;

defaultLoadParameters = this.getDefaultLoadParameters();

private getDefaultLoadParameters(): { from: Date; to: Date } {
const currentDate = new Date();
return {
from: startOfDay(subDays(currentDate, this.daysToBeShown)),
to: endOfDay(currentDate),
b
}
private viewingParticipantld?: string;
private _loggedInParticipant?: Participant;
private _executionFactFilters: ExecutionFactFilter[] = [];
private _executionFactsLoadParameters: ExecutionFactLoadParameters =
this.defaultLoadParameters;
private _executionFactsStateFilter: ExecutionFactFilter = () => true;
private _userAllowedToChangeFacts = true;
private filteredExecutionFacts: ExecutionFact[] =[];

constructor(
private factService: ExecutionFactService,

private factsLoadingParametersService: ExecutionFactsLoadParametersShareService,

private authService: AuthenticationService,
route: ActivatedRoute,
factsActionsService: ExecutionFactActionsShareService,
eventBus: NgEventBus
){
super(
eventBus,
() => this.loadExecutionFacts(),
() => this.setFilteredExecutionFacts()
);
super.manage(
eventBus
.on(Events.LOGGED _IN)
.subscribe(
(participant: any) => (this._loggedInParticipant = participant)
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)
)i
super.manage(
factsActionsService.onFactDelete((id) =>
this.factService
.deleteExecutionFact(id)
.then(() =>
super.replaceDataPiece(this.factHasSameld(id), () =>
Promise.resolve(null)
)
)
)
)i
super.manage(
route.queryParamMap.subscribe((params) => {
this.viewingParticipantld = params.get(‘participant-id’) ?? undefined;
if (this.viewingParticipantld) {
this._userAllowedToChangeFacts =
authService.getParticipant()?.id === this.viewingParticipantld;
}
this.loadExecutionFacts().then((facts) => super.replaceData(facts));
b
)i
super.manage(
this.factsLoadingParametersService.onLoadParameters((parameters) => {
if (this._executionFactsLoadParameters !== parameters) {
this.parameters = parameters;
}
b
)i
super.manage(
factsActionsService.onCreate((recordFact) =>
this.factService
.registerExecutionFact(recordFact.fact)
then((id) => {
super.addDataPiece(() =>
this.factService.fetchExecutionFact(id).then((f) => {
recordFact.usedTemplateldPromise?.resolve(f.templateld);
return f;
b
)i
return id;
b
.then(
recordFact.factRecordedPromise?.resolve,
recordFact.factRecordedPromise?.reject

)
)
);
super.manage(
factsActionsService.onTestimony((id) => {
this.factService
testifyExecutionFact(id)
.then(() =>
super.replaceDataPiece(this.factHasSameld(id), () =>
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this.factService.fetchExecutionFact(id)
)
)i
b
)i
super.manage(
factsActionsService.onFactFinish((id) =>
this.factService
finishExecutionFact(id)
.then(() =>
super.replaceDataPiece(this.factHasSameld(id), () =>
this.factService.fetchExecutionFact(id)

)

)
);
}
private factHasSameld(id: string) {
return (fact: ExecutionFact) => fact.id === id;

¥

private async loadExecutionFacts() {
return this.factService.fetchExecutionFacts(
this._executionFactsLoadParameters.from,
this._executionFactsLoadParameters.to,
this.viewingParticipantld
)i
}
ngOninit(): void {
this.factsLoadingParametersService.nextLoadParameters(
this._executionFactsLoadParameters
)i
this._loggedInParticipant = this.authService.getParticipant() ?? undefined;

}

get executionFacts(): ExecutionFact[] {
return this.filteredExecutionFacts;

¥

set filters(filters: ExecutionFactFilter[]) {
this._executionFactFilters = filters;
this.setFilteredExecutionFacts();

¥

set stateFilter(filter: ExecutionFactFilter) {
this._executionFactsStateFilter = filter;
this.setFilteredExecutionFacts();

¥

set parameters(parameters: ExecutionFactLoadParameters) {
this._executionFactsLoadParameters = parameters;
this.loadExecutionFacts()
.then((facts) => {
super.replaceData(facts);
return facts;
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b))

.then((facts) => (this.filteredExecutionFacts = facts));

¥

get userAllowedToChangeFacts() {
return this._userAllowedToChangeFacts;

¥

get loggedInParticipant() {
return this._loggedInParticipant;

¥

private setFilteredExecutionFacts() {
this.filteredExecutionFacts = super.data.filter(
(fact) =>
this._executionFactFilters.every((filter) => filter(fact)) &&
this._executionFactsStateFilter(fact)
)i
}
}

import { CommonModule } from '@angular/common’;

import { Component, Inject, Injector, Input, Onlnit } from '@angular/core’;

import { MatButtonModule } from '@angular/material/button’;

import { MatCardModule } from '@angular/material/card’;

import { MatChipsModule } from '@angular/material/chips’;

import { MatDialog } from '@angular/material/dialog’;

import { RouterModule } from '@angular/router’;

import { differencelnSeconds } from ‘date-fns’;

import { AutoClosableComponent } from '../../shared/AutoClosableComponent’;
import { ExecutionFact } from "../../shared/execution-fact’,

import { Participant } from '../../shared/participant’;

import { ExecutionFactActionsShareService } from '../services/execution-fact-actions-share.service';
import { YesNoShareService } from "../services/yes-no-share.service',

import { YesNoDialogComponent } from "../yes-no-dialog/yes-no-dialog.component’;

@Component({
selector: 'execution-fact-item’,
standalone: true,
imports: [
MatCardModule,
MatButtonModule,
CommonModule,
MatChipsModule,
RouterModule,
I
templateUrl: './execution-fact-item.component.html’,
styleUrl: './execution-fact-item.component.scss',
b,
export class ExecutionFactltemComponent
extends AutoClosableComponent
implements Onlnit
{
@Input() executionFact = new ExecutionFact();
@Input() loggedInParticipant?: Participant;
timeSpent = '0:0:0";
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constructor(
private factsActionsService: ExecutionFactActionsShareService,
@Inject('deleteFactShare")
private deleteFactShare: YesNoShareService<ExecutionFact>,
private dialog: MatDialog
){
super();
super.manage(
deleteFactShare.onDecision((decision) => {

if (decision.issuer.id === this.executionFact.id && decision.decision) {

this.factsActionsService.nextFactDelete(decision.issuer.id);

}

);
}
ngOnlnit(): void {

this.timeSpent = this.getTimeSpent();
}
finish() {

this.factsActionsService.nextFactFinish(this.executionFact.id);
}
testify() {

this.factsActionsService.nextTestimony(this.executionFact.id);
}
deleteFact() {

this.dialog.open(YesNoDialogComponent<ExecutionFact>, {

injector: Injector.create({

providers: [
{
provide: YesNoShareService<ExecutionFact>,
useValue: this.deleteFactShare,
}
1
b
data: {

title:
$localize’ Do you want to delete™+
B
this.executionFact.description +
"
$localize execution fact’,
message: $localize This action can not be reversed.”,
issuer: this.executionFact,
}
b
}

get loggedInUserViewingHisFacts() {
return this.executionFact.executorld === this.loggedInParticipant?.id;

¥

get userlsAdmin() {
return this.loggedInParticipant?.role.name === "ADMIN’;

¥
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get userHaveNotTestified() {

return (
this.executionFact.testimonies.find(

(t) => t.witnessld === this.loggedInParticipant?.id
) == undefined
);
}

private getTimeSpent(): string {
let secondsDifference = differencelnSeconds(
this.executionFact.finishTime ?? ",
this.executionFact.startTime
)
const hours =
secondsDifference >= 3600 ? Math.floor(secondsDifference / 3600) : 0;
secondsDifference = secondsDifference - hours * 3600;
const minutes =
secondsDifference >= 60 ? Math.floor(secondsDifference / 60) : 0;
secondsDifference = secondsDifference - minutes * 60;
return
s
}

private getFormatted Time(time: number) {
const stringifiedTime = time.toString();
if (stringifiedTime.length > 1) {
return time.toString();
}
return “0${stringifiedTime};
}
}
import { Component } from '@angular/core’;
import {
FormControl,
FormGroup,
ReactiveFormsModule,
Validators,
} from '@angular/forms’;
import { MatButtonModule } from '@angular/material/button’;

import { MatExpansionModule } from '@angular/material/expansion’;
import { MatFormFieldModule } from ‘@angular/material/form-field';
import { MatlconModule } from '@angular/material/icon’;
import { MatinputModule } from '@angular/material/input’;
import { getErrorMessage } from "../../shared/validation-errors-getter';
import { TemplateActionsShareService } from '../services/template-actions-share.service';
@Component({

selector: 'create-template’,

standalone: true,

imports: [

MatExpansionModule,

MatButtonModule,

ReactiveFormsModule,

{this.getFormatted Time(hours)}:${this.getFormatted Time(minutes)}:${this.getFormatted Time(secondsDifference)

92



MatinputModule,
MatFormFieldModule,
MatlconModule,
I
templateUrl: "./create-template.component.html’,
styleUrl: "./create-template.component.scss',
b,
export class CreateTemplateComponent {
createTemplateForm = new FormGroup({
senderTemplateName: new FormControl<string>(", [
Validators.maxLength(100),
Validators.required,
D,
senderTemplateDescription: new FormControl<string>(", [
Validators.maxLength(500),
Validators.required,
D,
bk

constructor(private templateActionShare: TemplateActionsShareService) {}

create() {
const name = this.create TemplateForm.get('senderTemplateName')?.value;
const description = this.create TemplateForm.get(
'senderTemplateDescription’
)?.value;
if (name && description && this.createTemplateForm.valid) {
this.templateActionShare.nextCreate({
name: name,
description: description,
b
}
}

getErrorMessage(formControlName: string) {
return getErrorMessage(formControlName, this.createTemplateForm);
}
}

import { Component, Optional } from '@angular/core’;
import { ParticipantService } from "../services/participant.service’;
import { MatinputModule } from '@angular/material/input’;
import { MatFormFieldModule } from '@angular/material/form-field';
import {
FormControl,
FormGroup,
ReactiveFormsModule,
Validators,
} from '@angular/forms';
import { CommonModule } from '@angular/common’;
import { MatlconModule } from '@angular/material/icon’;
import { MatButtonModule } from '@angular/material/button’;
import { validatePassword } from"../registration-form/password-validator;
import { getErrorMessage } from "../../shared/validation-errors-getter';
import { AuthenticationService } from '../services/authentication.service';
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import { MatSnackBar } from '@angular/material/snack-bar’;
import {

MatDialogClose,

MatDialogContent,

MatDialogRef,
} from '@angular/material/dialog’;

@Component({
selector: 'app-change-password’,
standalone: true,
imports: [
MatlnputModule,
MatFormFieldModule,
ReactiveFormsModule,
CommonModule,
MatlconModule,
MatButtonModule,
MatDialogContent,
MatDialogClose,
I
templateUrl: './change-password.component.html’,
styleUrl: './change-password.component.scss',
b,
export class ChangePasswordComponent {
changePasswordForm = new FormGroup({
senderOldPassword: new FormControl(", [
Validators.required,
validatePassword,
Validators.minLength(8),
D,
senderNewPassword: new FormControl(", [
Validators.required,
validatePassword,
Validators.minLength(8),
D
b

hideOldPassword = false;
hideNewPassword = false;

constructor(

private participantService: ParticipantService,

private authService: AuthenticationService,

private snackBar: MatSnackBar,

@Optional() private dialogRef?: MatDialogRef<any>
)

change() {
const id = this.authService.getParticipant()?.id;

const oldPasswordForm = this.changePasswordForm.get('senderOldPassword’) !!;
const newPasswordForm = this.changePasswordForm.get('senderNewPassword') !!;
if (id == undefined) {
this.snackBar.open(
$localize™You have to be logged in to perform this action.”,
$localize close’,

{



duration: 2000,

}
)i
return;
}
if (oldPasswordForm.valid && newPasswordForm.valid) {
this.participantService
.changePassword(id, {
oldPassword: oldPasswordForm.value !!,
newPassword: newPasswordForm.value !!,
b
then(() =>{
this.dialogRef?.close();
this.snackBar.open(
S$localize™Your password was changed.”,
S$localize close’,

{
duration: 2000,

getErrorMessage(formControlName: string) {
return getErrorMessage(formControlName, this.changePasswordForm);

}
}

import { Component } from ‘@angular/core’;

import { MatTabsModule } from '@angular/material/tabs’;

import { MatDialogContent } from '@angular/material/dialog’;

import { LoginFormComponent } from '../login-form/login-form.component’;

import { RegistrationFormComponent } from"../registration-form/registration-form.component’;
import { AuthenticationService } from '../services/authentication.service';

import { NgEventBus } from 'ng-event-bus’;

import { AutoClosableComponent } from "../../shared/AutoClosableComponent';

import { Events } from '../../shared/duty-manager-events';

@Component({
selector: 'app-authentication’,
standalone: true,

imports: [MatTabsModule, MatDialogContent, LoginFormComponent, RegistrationFormComponent],

templateUrl: "./authentication.component.html’,
styleUrl: './authentication.component.scss',
b
export class AuthenticationComponent extends AutoClosableComponent {
userlsAdmin = false;
constructor(authService: AuthenticationService, eventBus: NgEventBus) {
super();
this.userlsAdmin = authService.getParticipant()?.role.name ==="ADMIN’;
super.manage(eventBus.on(Events.LOGGED _IN).subscribe(() => {
this.userlsAdmin = authService.getParticipant()?.role.name ==="ADMIN’;

b))
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JlogaTok b

Konx ocHOBHMX cepBiciB Ta KOMIIOHEHTIB Ha OeKeH Il

package com.duty.manager.service.impl;

import com.duty.manager.entity.Role;

import jakarta.annotation.Nullable;

import jakarta.validation.constraints.NotNull;

import org.springframework.security.core. Authentication;

import org.springframework.security.core.context.SecurityContextHolder;

import java.util.function.Consumer;
import java.util.function.Function;

public class AuthenticationAwareService {

public <T>T roleAwareCall(Function<Boolean, T> roleAwareFunction, @Nullable Role role) {
boolean found = SecurityContextHolder.getContext().getAuthentication()
.getAuthorities().stream()
.anyMatch(authority -> {

if (role ==null) {
return true;

}else {
return authority.getAuthority().equals(role.getAuthority());

}

}
)
return roleAwareFunction.apply(found);

}

public Authentication authAwareCall(Consumer<Authentication> authConsumer) {
Authentication authentication = SecurityContextHolder.getContext().getAuthentication();
authConsumer.accept(authentication);
return authentication;

}

public boolean containsRole(@NotNull Authentication authentication, @Nullable Role role) {
if (role ==null) {
return true;

}else{

return authentication.getAuthorities().stream()
.anyMatch(
authority -> authority.getAuthority().equals(role.getAuthority())
)i

}

package com.duty.manager.service.impl;

import com.duty.manager.service.UserDetailsProvider;
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import lombok.RequiredArgsConstructor;

import org.springframework.security.core.userdetails.UserDetails;

import org.springframework.security.core.userdetails.UserDetailsService;

import org.springframework.security.core.userdetails.UsernameNotFoundException;
import org.springframework.stereotype.Service;

import java.util.List;
import java.util.Optional;

@Service
@RequiredArgsConstructor
public class CredentialsService implements UserDetailsService {

private final List<UserDetailsProvider<? extends UserDetails>> userDetailsProviders;

@Override
public UserDetails loadUserByUsername(String email) throws UsernameNotFoundException {
Optional<? extends UserDetails> userDetails = userDetailsProviders.stream()
.map(p -> p.getUserByldentifier(email))
filter(Optional::isPresent)
findFirst()
.orElseThrow(() -> new UsernameNotFoundException("Email or password are not correct"));
return userDetails.get();
}
}

package com.duty.manager.service.impl;

import com.duty.manager.dto.GetExecutionFactDTO;

import com.duty.manager.dto.RecordExecutionFactDTO;
import com.duty.manager.entity.ExecutionFact;

import com.duty.manager.entity.Role;

import com.duty.manager.repository.ExecutionFactRepository;
import com.duty.manager.repository.ParticipantRepository;
import com.duty.manager.repository. TemplateRepository;
import com.duty.manager.service.ExecutionFactService;
import com.duty.manager.service.ServiceException;

import com.duty.manager.service. TimeService;

import jakarta.annotation.Nullable;

import jakarta.annotation.PostConstruct;

import jakarta.transaction. Transactional;

import jakarta.validation.constraints.Max;

import jakarta.validation.constraints.NotNull;

import org.modelmapper.Converter;

import org.modelmapper.ModelMapper;

import org.modelmapper.PropertyMap;

import org.springframework.data.domain.PageRequest;

import org.springframework.data.domain.Pageable;

import org.springframework.format.datetime.standard.Date TimeContext;
import org.springframework.format.datetime.standard.Date TimeContextHolder;
import org.springframework.http.HttpStatus;

import org.springframework.security.core.Authentication;
import org.springframework.stereotype.Service;

import java.time.LocalDateTime;
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import java.time.Zoneld,

import java.time.ZoneOffset;
import java.util.LinkedList;
import java.util.List;

import java.util. UUID;

import java.util.function.Function;
import java.util.function.Supplier;

@Service
@Transactional
public class ExecutionFactServicelmpl extends RoleBasedMappingService implements ExecutionFactService {

public static final int MAXIMAL_PAGE_SIZE = 200;

private final ExecutionFactRepository executionFactRepository;
private final TimeService timeService;

private final ModelMapper modelMapper;

private final TemplateRepository templateRepository;

private final ParticipantRepository participantRepository;

public ExecutionFactServicelmpl(ModelMapper modelMapper,

ExecutionFactRepository executionFactRepository,
TimeService timeService,
TemplateRepository templateRepository,
ParticipantRepository participantRepository) {

super(modelMapper);

this.executionFactRepository = executionFactRepository;

this.timeService = timeService;

this.modelMapper = modelMapper;

this.templateRepository = templateRepository;

this.participantRepository = participantRepository;

}

@PostConstruct
private void configureModelMapper() {
modelMapper.addMappings(new PropertyMap<RecordExecutionFactDTO, ExecutionFact>() {
@Override
protected void configure() {
skip().setld(null);
using(idToEntityConvertor(id -> getNullableReferenceByld(id, templateRepository::getReferenceByld)))
.map(source.getTemplateld()).setTemplate(null);
using(idToEntityConvertor(participantRepository::getReferenceByld))
.map(source.getExecutorld()).setExecutor(null);
with(req -> timeService.utcNow()).map().setStart Time(null);
}

3
this.modelMapper.create TypeMap(ExecutionFact.class, GetExecutionFactDTO.class).addMappings(mapping ->

mapping.map(src -> src.getExecutor().getld(), GetExecutionFactDTO::setExecutorld);
mapping.map(src -> src.getTemplate().getld(), GetExecutionFactDTO::setTemplateld);

b
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}

private <E> Converter<UUID, E> idToEntityConvertor(Function<UUID, E> supplier) {
return ctx -> supplier.apply(ctx.getSource());

}

private <E> E getNullableReferenceByld(UUID id, Function<UUID, E> supplier) {
if (id ==null) {
return null;
}else{
return supplier.apply(id);
}
}

@Override
public List<GetExecutionFactDTO> getFinishedForDateRange(@NotNull LocalDateTime from, @Nullable
LocalDateTime to,
@Nullable @Max(200) Integer pageSize) {
return getExecutionFactDTOS(from, to, pageSize, executionFactRepository::getAllFinishedinRange);

}

private List<GetExecutionFactDTO> getExecutionFactDTOS(LocalDateTime from, LocalDateTime to, Integer
pageSize,
TripletFunction<LocalDateTime,

LocalDateTime,
Pageable,
List<ExecutionFact>> factSupplier) {

DateTimeContext ctx = DateTimeContextHolder.getDate TimeContext();

if (to ==null) {

to = timeService.utctNow();

Yelse{
to = getUtcZonedTime(to, ctx);

}
from = getUtcZoned Time(from, ctx);
if (pageSize == null) {
pageSize = MAXIMAL_PAGE_SIZE;
}
if (from.isAfter(to)) {
throw new ServiceException("'From date can not be after to date™);
}else if (from.isAfter(timeService.utcNow())) {
return new LinkedList<>();
¥
return factSupplier.apply(from, to, PageRequest.ofSize(pageSize)).stream()
.map(this::mapEntityToGetDTO)
toList();

}

private LocalDateTime getUtcZonedTime(LocalDateTime dateTime, Date TimeContext ctx) {

Zoneld id;
if(ctx == null) {

return dateTime;
}else{

id = ctx.getTimeZone();

if(id == null) {

return dateTime;
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}
}
return dateTime.atZone(id).withZoneSamelnstant(ZoneOffset. UTC).toLocalDate Time();

}

private GetExecutionFactDTO mapEntityToGetDTO(ExecutionFact fact) {
GetExecutionFactDTO getDTO = super.mapToDto(fact, GetExecutionFactDTO.class, Role. GUEST);
getDTO.getTestimonies().forEach(t -> {
t.setTemplateName(getDTO.getTemplateName());
t.setSecured(getDTO.isSecured());
3
return getDTO;
}

@Override
public UUID recordExecutionFact(RecordExecutionFactDTO factDTO) {
ExecutionFact fact = modelMapper.map(factDTO, ExecutionFact.class);
if (factDTO.getDescription() == null ||
factDTO.getDescription().trim().isEmpty() && factDTO.getTemplateld() '= null) {
fact.setDescription(fact.getTemplate().getDescription());
}

return executionFactRepository.save(fact).getld();

}

@Override
public List<GetExecutionFactDTO> getFinishedForDateRangeForParticipant(@NotNull LocalDateTime from,
@Nullable LocalDateTime to,
@NotNull UUID participantld,
@Nullable @Max(200) Integer pageSize) {
return getExecutionFactDTOS(from, to, pageSize, (validatedFrom, notNullTo, pageable) ->
executionFactRepository
.getAllFinishedinRangeForParticipant(validatedFrom, notNullTo, participantld, pageable)
)i
}

@Override
public void finishExecution(UUID id, Authentication authentication) {
ExecutionFact executionFact = getRawExecutionFact(id);
if (lauthentication.getName().equals(executionFact.getExecutor().getEmail()) &&
lauthentication.getAuthorities().contains(Role. ADMIN))  {
throw new ServiceException(*You are not allowed to finish this execution fact", HttpStatus.FORBIDDEN);
¥
if (executionFact.getFinishTime() != null) {
throw new ServiceException("Execution fact with id %s is already finished".formatted(id));
¥
executionFact.setFinishTime(timeService.utctNow());
executionFactRepository.flush();

}

private ExecutionFact getRawExecutionFact(UUID id) {
return executionFactRepository.findByld(id).orElse Throw(notFound(id.toString()));

}

private Supplier<ServiceException> notFound(String identifier) {
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return () -> new ServiceException("Execution fact with id %s not found".formatted(identifier),
HttpStatus.NOT_FOUND);

}

@Override
public List<GetExecutionFactDTO> getActiveForDateRange(@NotNull LocalDate Time from, @Nullable
LocalDateTime to,
@Nullable @Max(200) Integer pageSize) {
return getExecutionFactDTOS(from, to, pageSize, executionFactRepository::getAllActivelnRange);

}

@Override
public List<GetExecutionFactDTO> getActiveForDateRangeForParticipant(@NotNull LocalDateTime from,
@Nullable LocalDateTime to,
@NotNull UUID participantld,
@Nullable @Max(200) Integer pageSize) {
return getExecutionFactDTOS(from, to, pageSize, (validatedFrom, notNullTo, pageable) ->
executionFactRepository
.getAllActivelnRangeForParticipant(validatedFrom, notNullTo, participantld, pageable)
)i
}

@Override
public GetExecutionFactDTO getByld(UUID id) {
return mapEntityToGetDTO(getRawExecutionFact(id));

}

@Override
public List<GetExecutionFactDTO> getinRange(@NotNull LocalDateTime from, @Nullable LocalDateTime to,
@Nullable @Max(200) Integer pageSize) {
return getExecutionFactDTOS(from, to, pageSize, executionFactRepository::getAllinRange);

}

@Override
public List<GetExecutionFactDTO> getinRangeForParticipant(@NotNull LocalDateTime from, @Nullable
LocalDateTime to,
@NotNull UUID participantld, @Nullable @Max(200) Integer pageSize) {
return getExecutionFactDTOS(from, to, pageSize, (validatedFrom, notNullTo, pageable) ->
executionFactRepository
.getAllinRangeForParticipant(validatedFrom, notNullTo, participantld, pageable)
)i
}

@Override

public void deleteExecutionFact(UUID factld) {
ExecutionFact fact = getRawExecutionFact(factld);
if (Ifact.getTestimonies().isEmpty()) {

throw new ServiceException(*You can not delete this execution fact as it was testified.",
HttpStatus.BAD_REQUEST);

¥

authAwareCall(authentication -> {
if (fact.getExecutor().getEmail().equals(authentication.getName()) ||
containsRole(authentication, Role. ADMIN)) {
executionFactRepository.delete(fact);

}
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b
}

@Functionalinterface
public interface TripletFunction<Al, A2, A3, R> {
R apply(Al argumentl, A2 argument2, A3 argument3);

¥
}

package com.duty.manager.service.impl;

import com.duty.manager.dto.GetParticipantDTO;

import com.duty.manager.service.ParticipantService;

import io.jsonwebtoken.Claims;

import io.jsonwebtoken.Jwts;

import io.jsonwebtoken.SignatureAlgorithm;

import io.jsonwebtoken.io.Decoders;

import io.jsonwebtoken.security.Keys;

import org.springframework.beans.factory.annotation.Qualifier;
import org.springframework.security.core.userdetails.UserDetails;
import org.springframework.stereotype.Service;

import java.security.Key;

import java.util.Date;

import java.util. HashMap;

import java.util.Map;

import java.util.function.Function;

@Service
public class JwtService {

private final String jwtKey;
private final Long expirationTime;
private final ParticipantService participantService;

public JwtService(@Qualifier("jwtKey") String jwtKey, @Qualifier("expirationTime") Long expirationTime,
ParticipantService participantService) {
this.jwtKey = jwtKey;
this.expirationTime = expirationTime;
this.participantService = participantService;

}

public String extractUserName(String token) {
return extractClaim(token, Claims::getSubject);

}

public <T> T extractClaim(String token, Function<Claims, T> claimResolver) {
Claims claims = extractAllClaims(token);
return claimResolver.apply(claims);

}
public GetParticipantDTO generateToken(Map<String, Object> extraClaims, UserDetails userDetails) {
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GetParticipantDTO participant = participantService.getParticipant(userDetails.getUsername());
String jwt = Jwts.builder()
.setClaims(extraClaims)
.setSubject(userDetails.getUsername())
setlssuedAt(new Date())
.setExpiration(new Date(System.currentTimeMillis() + expirationTime))
signWith(getSigningKey(), SignatureAlgorithm.HS256)
.compact();
participant.setwt(jwt);
return participant;

}

public GetParticipantDTO generateToken(UserDetails userDetails) {
return generate Token(new HashMap<>(), userDetails);

}

public boolean isTokenValid(String token, UserDetails userDetails) {
String username = extractUserName(token);
return (username.equals(userDetails.getUsername())) && lisTokenExpired(token);

}

private boolean isTokenExpired(String token) {
return extractClaim(token, Claims::getExpiration).before(new Date());

}

private Claims extractAllClaims(String token) {
return Jwts.parserBuilder()
.setSigningKey/(getSigningKey())
.build()
.parseClaimsJws(token)
.getBody();

}

private Key getSigningKey() {
byte[] keyBytes = Decoders.BASE64.decode(jwtKey);
return Keys.nmacShaKeyFor(keyBytes);
}
}

package com.duty.manager.service.impl;

import com.duty.manager.dto.ChangePasswordDTO;
import com.duty.manager.dto.GetParticipantDTO;
import com.duty.manager.dto.RegisterParticipantDTO;
import com.duty.manager.entity.Participant;

import com.duty.manager.entity.Role;

import com.duty.manager.repository.ParticipantRepository;
import com.duty.manager.repository.RoleRepository;
import com.duty.manager.service.ParticipantService;
import com.duty.manager.service.ServiceException;
import com.duty.manager.service.UserDetailsProvider;
import jakarta.transaction. Transactional;

import jakarta.validation.constraints.Max;

import jakarta.validation.constraints.Min;

import jakarta.validation.constraints.NotNull;
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import org.modelmapper.ModelMapper;

import org.springframework.data.domain.PageRequest;

import org.springframework.http.HttpStatus;

import org.springframework.security.crypto.password.PasswordEncoder;
import org.springframework.stereotype.Service;

import java.util.List;

import java.util.Optional;

import java.util. UUID;

import java.util.function.Supplier;

@Service
@Transactional

public class ParticipantServicelmpl extends RoleBasedMappingService implements ParticipantService,

UserDetailsProvider<Participant> {

private final ParticipantRepository participantRepository;
private final ModelMapper modelMapper;

private final PasswordEncoder passwordEncoder;
private final RoleRepository roleRepository;

public ParticipantServicelmpl(ModelMapper modelMapper,

ParticipantRepository participantRepository,
PasswordEncoder passwordEncoder,
RoleRepository roleRepository) {

super(modelMapper);

this.participantRepository = participantRepository;

this.modelMapper = modelMapper;

this.passwordEncoder = passwordEncoder;

this.roleRepository = roleRepository;

}

@Override

public UUID registerParticipant(RegisterParticipantDTO registerParticipantDTO) {
throwExceptionlfEmaillsTaken(registerParticipantDTO);
Participant newParticipant = modelMapper.map(registerParticipantDTO, Participant.class);
newParticipant.setPassword(passwordEncoder.encode(newParticipant.getPassword()));
newParticipant.setRole(roleRepository.findByName(Role.PARTICIPANT.getName())

.orElseThrow(()->new ServiceException("Roles are not configured in the database™)));

return participantRepository.saveAndFlush(newParticipant).getld();

}

private void throwExceptionIfEmaillsTaken(RegisterParticipantDTO registerParticipantDTO) {
if (participantRepository.findByEmail(registerParticipantDTO.getEmail()).isPresent()) {
throw new ServiceException("Email is already taken");
¥
}

@Override
public GetParticipantDTO getParticipant(String identifier) {
return mapToGetDTO(getRawParticipant(identifier));

}

private Participant getRawParticipant(String identifier) {
try {
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UUID id = UUID.fromString(identifier);
return participantRepository.findByld(id).orElse Throw(notFound(identifier));
} catch (lllegal ArgumentException €) {
return participantRepository.findByEmail(identifier).orElse Throw(notFound(identifier));
}
}

private GetParticipantDTO mapToGetDTO(Participant participant) {
return super.mapToDto(participant, GetParticipantDTO.class, Role. GUEST);
}

private Supplier<ServiceException> notFound(String identifier) {
return () -> new ServiceException("Participant with identifier %s not found".formatted(identifier));

}

@Override
public List<GetParticipantDTO> getParticipants(@Min(0) @NotNull Integer page, @Max(200) @NotNull Integer
pageSize) {
return participantRepository.findAll(PageRequest.of(page,
pageSize)).stream().map(this::mapToGetDTO).toList();
}

@Override
public void changePassword(String identifier, @ NotNull ChangePasswordDTO changePasswordDTO) {
Participant participant = getRawParticipant(identifier);
if(passwordEncoder.matches(changePasswordDTO.getOldPassword(), participant.getPassword())) {
participant.setPassword(passwordEncoder.encode(changePasswordDTO.getNewPassword()));
}else {
throw new ServiceException("Old password incorrect.”, HttpStatus.BAD_REQUEST);
}
}

@Override
public Optional<Participant> getUserByldentifier(String identifier) {
return participantRepository.findByEmail(identifier);
}
}

package com.duty.manager.service.impl;

import com.duty.manager.dto.GetSecuredDTO;
import com.duty.manager.entity.Role;

import jakarta.annotation.Nullable;

import lombok.Required ArgsConstructor;
import org.modelmapper.ModelMapper;

@RequiredArgsConstructor
public class RoleBasedMappingService extends AuthenticationAwareService {

private final ModelMapper modelMapper;

public <S, D extends GetSecuredDTO> D mapToDto(S source, Class<D> destination, @Nullable Role
forbiddenRole) {
return roleAwareCall(searchResult -> {
D mappedDTO = modelMapper.map(source, destination);
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mappedDTO.setSecured(searchResult);
return mappedDTO;
}, forbiddenRole);
}

public <S, D extends GetSecuredDTO> D mapToDto(S source, Class<D> destination) {
return mapToDto(source, destination, null);

}
}

package com.duty.manager.service.impl;

import com.duty.manager.dto.CreateTemplateDTO;
import com.duty.manager.dto.GetTemplateDTO;
import com.duty.manager.dto.UpdateTemplateDTO;
import com.duty.manager.entity.ExecutionFact;
import com.duty.manager.entity.Role;

import com.duty.manager.entity. Template;

import com.duty.manager.repository. TemplateRepository;
import com.duty.manager.service.ServiceException;
import com.duty.manager.service. TemplateService;
import jakarta.transaction. Transactional;

import jakarta.validation.Valid;

import jakarta.validation.constraints.Max;

import jakarta.validation.constraints.Min;

import jakarta.validation.constraints.NotNull;

import org.hibernate.validator.constraints.Length;
import org.modelmapper.ModelMapper;

import org.springframework.data.domain.PageRequest;
import org.springframework.stereotype.Service;

import java.util.List;
import java.util.Optional,
import java.util. UUID;

@Service
@Transactional
public class TemplateServicelmpl extends RoleBasedMappingService implements TemplateService {

private final TemplateRepository templateRepository;
private final ModelMapper modelMapper;

public TemplateServicelmpl(ModelMapper modelMapper, TemplateRepository templateRepository) {
super(modelMapper);
this.templateRepository = templateRepository;
this.modelMapper = modelMapper;

}

@Override

public UUID createTemplate(CreateTemplateDTO templateDTO) {
throwExceptionlfExist(templateDTO);
Template template = modelMapper.map(templateDTO, Template.class);
return templateRepository.save(template).getld();
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}

private void throwExceptionlfExist(CreateTemplateDTO templateDTO) {
String name = templateDTO.getName();
try {
getRowTemplate(name);
throw new Illegal ArgumentException(
"Template with name %s already exists".formatted(name)
)i
} catch (ServiceException ignored) {
}
}

@Override

public List<GetTemplateDTO> getTemplates(@NotNull @Min(0) Integer page, @Max(50) @NotNull Integer

pageSize) {
return templateRepository.findAll(PageRequest.of(page, pageSize)).get()
.map(this::templateEntityToGetDTO).toL.ist();

}

private GetTemplateDTO templateEntityToGetDTO(Template template) {
return super.mapToDto(template, GetTemplateDTO.class, Role. GUEST);

}

@Override

public GetTemplateDTO getTemplate(@NotNull String identifier) {
return templateEntityToGetDTO(getRowTemplate(identifier));

}

private Template getRowTemplate(String identifier) {
Optional<Template> template;
try {
template = templateRepository.findByld(UUID.fromString(identifier));
} catch (lllegal ArgumentException e) {
template = templateRepository.findByName(identifier);
}
return template.orElse Throw(
() -> new ServiceException("Template with identifier %s not found".formatted(identifier))
)i
}

@Override
public void updateTemplate(@NotNull String identifier, @Valid UpdateTemplateDTO templateUpdates) {
Template template = getRowTemplate(identifier);
if (templateUpdates.getName() != null &&
templateRepository.findByName(templateUpdates.getName()).isEmpty()) {
template.setName(templateUpdates.getName());

¥
if (templateUpdates.getDescription() '=null) {

template.setDescription(templateUpdates.getDescription());

}
templateRepository.flush();

}

@Override
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public void deleteTemplate(@NotNull String identifier) {
try {
Template template = getRowTemplate(identifier);
List<ExecutionFact> relatedFacts = template.getFacts();
if (frelatedFacts.isEmpty()) {
relatedFacts.forEach(fact -> fact.setTemplate(null));
}
templateRepository.delete(template);
templateRepository.flush();
} catch (Exception e) {
throw new ServiceException(e.getMessage());
}
}

@Override
public Long getNumberOfEntities() {
return templateRepository.count();

}

@Override
public List<GetTemplateDTO> getTemplatesByFuzzyName(@NotNull @Length(max = 100) String fuzzyName) {
return templateRepository.fuzzySearchByName(fuzzyName).stream()
.map(this::templateEntityToGetDTO)
toList();

}

package com.duty.manager.service.impl;

import com.duty.manager.dto.GetTestimonyDTO,;

import com.duty.manager.entity.Role;

import com.duty.manager.entity. Testimony;

import com.duty.manager.repository.ExecutionFactRepository;
import com.duty.manager.repository.ParticipantRepository;
import com.duty.manager.repository.TestimonyRepository;
import com.duty.manager.service.ServiceException;

import com.duty.manager.service. TestimonyService;

import com.duty.manager.service.TimeService;

import jakarta.transaction. Transactional;

import jakarta.validation.constraints.Max;

import jakarta.validation.constraints.Min;

import jakarta.validation.constraints.NotNull;

import org.modelmapper.ModelMapper;

import org.springframework.data.domain.PageRequest;
import org.springframework.security.core. Authentication;
import org.springframework.stereotype.Service;

import java.util.List;
import java.util. UUID;
import java.util.function.Supplier;

@Service
@Transactional
public class TestimonyServicelmpl extends RoleBasedMappingService implements TestimonyService {
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private final TimeService timeService;
private final TestimonyRepository testimonyRepository;
private final ParticipantRepository participantRepository;

private final ExecutionFactRepository executionFactRepository;

public TestimonyServicelmpl(ModelMapper modelMapper,

TimeService timeService,
TestimonyRepository testimonyRepository,
ParticipantRepository participantRepository,
ExecutionFactRepository executionFactRepository) {

super(modelMapper);

this.timeService = timeService;

this.testimonyRepository = testimonyRepository;

this.participantRepository = participantRepository;

this.executionFactRepository = executionFactRepository;

}

@Override
public UUID testifyExecutionFact(@NotNull UUID executionFactld, @NotNull Authentication authentication) {
UUID witnessld = participantRepository.findByEmail(authentication.getName())
.0rElseThrow(notFound(authentication.getName())).getld();
checklIfExist(executionFactld);
throwlfPersonAlreadyTestifiedFact(executionFactld, witnessld);
return testimonyRepository.save(

Testimony.builder()
.withExecutionFact(executionFactRepository.getReferenceByld(executionFactld))
withWitness(participantRepository.getReferenceByld(witnessid))
withTimestamp(timeService.utctNow())

Jbuild()
)-getld();
}

private Supplier<ServiceException> notFound(String identifier) {
return () -> new ServiceException("'Participant with email %s not found".formatted(identifier));

}

private void checkIfExist(UUID executionFactld) {
executionFactRepository.getReferenceByld(executionFactld);

}

private void throwlfPersonAlreadyTestifiedFact(UUID executionFactld, UUID witnessld) {
testimonyRepository.findByExecutionFactildAndWitnessld(executionFactld, witnessld)
ifPresent(t -> {
throw new ServiceException("Execution fact with id %s was already witnesses by %s"
.formatted(executionFactld, witnessld));
b
}

@Override
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public List<GetTestimonyDTO> getTestimoniesForExecutionFact(@NotNull UUID id, @Min(0) @NotNull

Integer page,
@Max(200) @NotNull Integer pageSize) {

return testimonyRepository.findAlIByExecutionFactld(id, PageRequest.of(page, pageSize)).stream()

.map(this::mapToGetDTO)
.toList();
}

private GetTestimonyDTO mapToGetDTO(Testimony t) {

GetTestimonyDTO getDTO = super.mapToDto(t, GetTestimonyDTO.class, Role. GUEST);

getDTO.setTemplateName(t.getExecutionFact().getTemplate().getName());
return getDTO,;

}
}

package com.duty.manager.service.impl;

import com.duty.manager.service. TimeService;
import org.springframework.stereotype.Service;

import java.time.LocalDateTime;
import java.time.ZoneOffset;

@Service
public class TimeServicelmpl implements TimeService {

@Override
public LocalDateTime utcNow() {
return LocalDateTime.now(ZoneOffset. UTC);

}

package com.duty.manager.repository;

import com.duty.manager.entity. Testimony;

import org.springframework.data.domain.Pageable;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;

import java.util.List;
import java.util.Optional;

import java.util. UUID;

@Repository
public interface TestimonyRepository extends JpaRepository<Testimony, UUID> {

List<Testimony> findAlIByExecutionFactld(UUID id, Pageable pageable);

Optional<Testimony> findByExecutionFactldAndWitnessld(UUID executionFactld, UUID witnessid);

}

package com.duty.manager.repository;
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import com.duty.manager.entity. Template;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.data.jpa.repository.Query;
import org.springframework.data.repository.query.Param;
import org.springframework.stereotype.Repository;

import java.util.List;
import java.util.Optional;

import java.util. UUID;

@Repository

public interface TemplateRepository extends JpaRepository<Template, UUID> {

Optional<Template> findByName(String name);

@Query(
nativeQuery = true,
value = """
WITH similarity_query AS (

SELECT *, word_similarity(name, :name) AS name_similarity

FROM templates
)
SELECT id, name, description, version
FROM similarity_query
WHERE name_similarity >= 0.1
ORDER BY name_similarity desc
LIMIT 50;

)

List<Template> fuzzySearchByName(@Param(""'name™) String name);

}
package com.duty.manager.repository;

import com.duty.manager.entity.Role;
import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;

import java.util.Optional;
import java.util. UUID;

@Repository

public interface RoleRepository extends JpaRepository<Role, UUID> {
Optional<Role> findByName(String name);

}

package com.duty.manager.repository;

import com.duty.manager.entity.Participant;
import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;

import java.util.Optional;
import java.util. UUID;
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@Repository
public interface ParticipantRepository extends JpaRepository<Participant, UUID> {
Optional<Participant> findByEmail(String email);

}

package com.duty.manager.repository;

import com.duty.manager.entity.ExecutionFact;

import org.springframework.data.domain.Pageable;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.data.jpa.repository.Query;
import org.springframework.data.repository.query.Param;
import org.springframework.stereotype.Repository;

import java.time.LocalDateTime;
import java.util.List;
import java.util. UUID;

@Repository
public interface ExecutionFactRepository extends JpaRepository<ExecutionFact, UUID> {

@Query("select f from ExecutionFact f"
+ "where f.startTime >= :from and f.startTime <= :to or f.finishTime >= :from and f.finishTime <= :to")
List<ExecutionFact> getAllinRange(@Param("*from") LocalDateTime from, @Param("to") LocalDateTime to,
Pageable pageable);

@Query("select f from ExecutionFact f"
+ "where (f.startTime >= :from and f.startTime <= :to or"
+ " f.finishTime >= :fromand f.finishTime <= :to) and f.executor.id = :participantld™)
List<ExecutionFact> getAllinRangeForParticipant(@Param(**from™) LocalDateTime from,
@Param("to") LocalDateTime to,
@Param("participantld™) UUID participantld,
Pageable pageable);

@Query("select f from ExecutionFact f where f.finishTime >= :from and f.finishTime <= :to")
List<ExecutionFact> getAllFinishedInRange(@Param(*"from") LocalDateTime from, @Param(*'to")
LocalDateTime to,
Pageable pageable);

@Query("select f from ExecutionFact f where f.finishTime >= :from and f.finishTime <= :to and f.executor.id =
‘participantld")
List<ExecutionFact> getAllFinishedInRangeForParticipant(@Param(*from") LocalDateTime from,
@Param("to") LocalDateTime to,
@Param(“participantld") UUID participantld,
Pageable pageable);

@Query("select f from ExecutionFact f where f.startTime >=:from and f.startTime <= :to and f.finishTime is null')
List<ExecutionFact> getAllActivelnRange(@Param("from") LocalDateTime from, @Param("to") LocalDateTime
to,
Pageable pageable);

@Query("select f from ExecutionFact f where f.startTime >= :from and f.startTime <= :to and f.executor.id =
‘participantld and f.finishTime is null")
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List<ExecutionFact> getAllActivelnRangeForParticipant(@Param("from") LocalDateTime from,

@Param("to") LocalDateTime to,
@Param("participantld") UUID participantld,
Pageable pageable);

}

package com.duty.manager.controller;

import com.duty.manager.dto.CreateTemplateDTO;

import com.duty.manager.dto.GetTemplateDTO;

import com.duty.manager.dto.UpdateTemplateDTO;

import com.duty.manager.service. TemplateService;

import io.swagger.v3.0as.annotations.Operation;

import io.swagger.v3.0as.annotations.media.ArraySchema;

import io.swagger.v3.o0as.annotations.media.Content;

import io.swagger.v3.0as.annotations.media.Schema;

import io.swagger.v3.0as.annotations.responses. ApiResponse;
import lombok.RequiredArgsConstructor;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation.DeleteMapping;
import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.PostMapping;
import org.springframework.web.bind.annotation.PutMapping;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.ResponseStatus;
import org.springframework.web.bind.annotation.RestController;

import java.util.List;
import java.util. UUID;

@RestController
@RequiredArgsConstructor
@RequestMapping(“/api/vl/templates'")
public class TemplateController {

private final TemplateService templateService;
@GetMapping(params = {"page", "
@Operation(description = """

Has two different sets of parameters, page && pageSize || fuzzyName.

pageSize"})

When page && pageSize are specified returns templates at specified page with
specified page size. Page count starts from 0.

When fuzzyName is specified return all templates which names are fuzzy matched.
")
@ApiResponse(
responseCode = "200",
description = "Returns templates that are at specified page with specified page size",
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content = @Content(
mediaType = MediaType. APPLICATION_JSON_VALUE,
array = @ArraySchema(
schema = @Schema(implementation = GetTemplateDTO.class)
)
)

)
public List<GetTemplateDTO> getTemplates(@RequestParam(defaultValue = "0")

Integer page,
@RequestParam(defaultValue ="50")
Integer pageSize) {

return templateService.getTemplates(page, pageSize);

}

@GetMapping(params = {"fuzzyName"})
public List<GetTemplateDTO> getByFuzzyName(@RequestParam String fuzzyName) {
return templateService.getTemplatesByFuzzyName(fuzzyName);

}

@GetMapping("/{templateldentifier}")
@Operation(description = "Returns template by specified id or name. Returns 404 if no template was found™)
@ApiResponse(
responseCode = 200",
description = "Returns template with specified template id or template name”,
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = GetTemplateDTO.class)
)
)
@ApiResponse(
responseCode = "404",
description = "Template with specified template id or template name was not found™,
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = ExceptionResponse.class)
)
)
public GetTemplateDTO getTemplate(@PathVariable String templateldentifier) {
return templateService.getTemplate(templateldentifier);

}

@PostMapping
@Operation(
description = "Adds given template to database. Returns 400 if template with given name already exists"
)
@ResponseStatus(HttpStatus. CREATED)
@ApiResponse(
responseCode = "201",
description = "Returns id of template that was added",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = UUID.class)
)

)
@ApiResponse(
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responseCode = "400",
description = "Means that name already exist",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = ExceptionResponse.class)
)
)
public ResponseEntity<UUID> addTemplate(@RequestBody CreateTemplateDTO addTemplateDto) {
return
ResponseEntity.status(HttpStatus. CREATED.value()).body(templateService.create Template(add TemplateDto));
}

@PutMapping("/{templateldentifier}")
@Operation(
description = "Updates template with given identifier with data from UpdateTemplateDTO." +
" If UpdateTemplateDTO has null fields then that specific field will not be effected"
)
@ApiResponse(
responseCode = "200",
description = "Means that template was updated and all given parameters were changed"
)
public void updateTemplate(@PathVariable String templateldentifier, @RequestBody UpdateTemplateDTO
updateTemplateDTO) {
templateService.update Template(templateldentifier, updateTemplateDTO);
}

@DeleteMapping("/{templateldentifier}")
@Operation(
description = "Deletes template with given identifier"
)
@ApiResponse(
responseCode = "200",
description = "Means that template was deleted"
)
@ApiResponse(
responseCode = "400",
description = "Means that template with given identifier does not exist",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = ExceptionResponse.class)
)

)
public void deleteTemplate(@PathVariable String templateldentifier) {

templateService.deleteTemplate(templateldentifier);

}

@GetMapping("/quantity™)
@Operation(
description = "Returns total number of templates."

)
public Long getNumberOfTemplates() {

return templateService.getNumberOfEntities();

}
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package com.duty.manager.controller;

import com.duty.manager.service.ServiceException;
import io.jsonwebtoken.ExpiredJwtException;
import lombok.Generated,;

import org.springframework.core.convert.ConversionFailedException;

import org.springframework.http.HttpStatus;

import org.springframework.http.converter.HttpMessageNotReadableException;
import org.springframework.security.core.userdetails.UsernameNotFoundException;
import org.springframework.web.bind.annotation.ExceptionHandler;

import org.springframework.web.bind.annotation.ResponseStatus;

import org.springframework.web.bind.annotation.RestControllerAdvice;

import java.time.LocalDateTime;

@RestControllerAdvice
@Generated
public class RestControllerExceptionHandler {

{

@ExceptionHandler(jakarta.validation.ConstraintViolationException.class)

@ResponseStatus(HttpStatus.BAD_REQUEST)

public ExceptionResponse handleConstraintViolationException(jakarta.validation.ConstraintViolationException e)

return ExceptionResponse.builder()
.withMessage(e.getMessage())
withHttpStatus(HttpStatus.BAD_REQUEST)
.withDate(LocalDateTime.now())
.build();

@ExceptionHandler(org.hibernate.exception.ConstraintViolationException.class)

@ResponseStatus(HttpStatus.BAD_REQUEST)

public ExceptionResponse handleHibernateConstraintViolationException(
org.hibernate.exception.ConstraintViolationException e) {

return ExceptionResponse.builder()
.withMessage(e.getMessage())
.withHttpStatus(HttpStatus.BAD_REQUEST)
.withDate(LocalDate Time.now())
.build();

}

@ExceptionHandler(ServiceException.class)
@ResponseStatus(HttpStatus.BAD_REQUEST)
public ExceptionResponse handleServiceException(
ServiceException ) {
return ExceptionResponse.builder()
.withMessage(e.getMessage())
.withHttpStatus(e.getStatusCode())
.withDate(LocalDate Time.now())
.build();

}

@ExceptionHandler(ConversionFailedException.class)
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@ResponseStatus(HttpStatus.BAD_REQUEST)
public ExceptionResponse handleConversionFailedException(
ConversionFailedException e) {
return ExceptionResponse.builder()
.withMessage(e.getMessage())
.withHttpStatus(HttpStatus.BAD_REQUEST)
.withDate(LocalDate Time.now())
build();

}

@ExceptionHandler(ExpiredJwtException.class)

@ResponseStatus(HttpStatus. UNAUTHORIZED)

public ExceptionResponse handleExpiredJwtException(

ExpiredJwtException ) {
return ExceptionResponse.builder()

withMessage("Your session expired.")
withHttpStatus(HttpStatus. UNAUTHORIZED)
.withDate(LocalDateTime.now())
build();

}

@ExceptionHandler(HttpMessageNotReadableException.class)
@ResponseStatus(HttpStatus.BAD_REQUEST)
public ExceptionResponse handleHttpMessageNotReadableException(
HttpMessageNotReadableException e) {
return ExceptionResponse.builder()

.withMessage(e.getMessage())
.withHttpStatus(HttpStatus.BAD_REQUEST)
.withDate(LocalDate Time.now())
build();

}

@ExceptionHandler(UsernameNotFoundException.class)
@ResponseStatus(HttpStatus.BAD_REQUEST)
public ExceptionResponse handleUsernameNotFoundException(
UsernameNotFoundException e) {
return ExceptionResponse.builder()
.withMessage(e.getMessage())
.withHttpStatus(HttpStatus.BAD_REQUEST)
.withDate(LocalDate Time.now())
.build();

}

@ExceptionHandler(l1legal ArgumentException.class)
@ResponseStatus(HttpStatus.BAD_REQUEST)
public ExceptionResponse handlelllegal ArgumentExceptionException(
Illegal ArgumentException e) {
return ExceptionResponse.builder()

.withMessage(e.getMessage())
.withHttpStatus(HttpStatus.BAD_REQUEST)
.withDate(LocalDate Time.now())

.build();
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package com.duty.manager.controller;

import com.duty.manager.dto.ChangePasswordDTO;

import com.duty.manager.dto.GetParticipantDTO;

import com.duty.manager.dto.RegisterParticipantDTO;

import com.duty.manager.service.ParticipantService;

import io.swagger.v3.0as.annotations.Operation;

import io.swagger.v3.0as.annotations.Parameter;

import io.swagger.v3.0as.annotations.enums.Parameterlin;

import io.swagger.v3.0as.annotations.media.ArraySchema;

import io.swagger.v3.0as.annotations.media.Content;

import io.swagger.v3.0as.annotations.media.Schema;

import io.swagger.v3.0as.annotations.responses. ApiResponse;
import lombok.RequiredArgsConstructor;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.PostMapping;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.RestController;

import java.util.List;
import java.util. UUID;

@RestController
@RequiredArgsConstructor
@RequestMapping(“/api/vl/participants”)
public class ParticipantController {

private final ParticipantService participantService;

@PostMapping
@Operation(
description = "Register participant.”
)
@ApiResponse(
responseCode = "201",
description = "Participant was successfully registered. It returns id of created participant”,
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = UUID.class)
)

)
public ResponseEntity<UUID> register(@RequestBody RegisterParticipantDTO participantDTO) {

return ResponseEntity.status(HttpStatus. CREATED.value())
.body(participantService.registerParticipant(participantDTO));

}

@GetMapping("/{identifier}")
@Operation(description = "Returns participant by specified id or email. Returns 404 if no participant was found")
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@ApiResponse(
responseCode = "200",
description = "Returns participant with specified id or email",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = GetParticipantDTO.class)
)
)
@ApiResponse(
responseCode = "404",
description = "Participant with specified id or email was not found",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = ExceptionResponse.class)
)

)
public GetParticipantDTO getParticipant(@PathVariable String identifier) {

return participantService.getParticipant(identifier);

}
@GetMapping
@Operation(
description = "Returns list of registered participants",
parameters = @Parameter(name = "Authorization”, in = Parameterin.HEADER, required = true)
)

@ApiResponse(
responseCode = "200",
description ="You are allowed to get this list, defaults: page = 0, pageSize = 200," +
" restrictions: page min = 0, pageSize max = 200",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
array = @ArraySchema(
schema = @Schema(implementation = GetParticipantDTO.class)
)
)
)

public List<GetParticipantDTO> getParticipants(@RequestParam(required = false, defaultValue ="0")

Integer page,
@RequestParam(required = false, defaultVValue ="200")
Integer pageSize) {

return participantService.getParticipants(page, pageSize);

}

@PostMapping("/{identifier}/password")

@Operation(description = "Changes password for participant with given identifier, identifier can be either email or
id.")

public void changePassword(@PathVariable String identifier, @RequestBody ChangePasswordDTO

passwordDTO) {

}

participantService.changePassword(identifier, passwordDTO);

}

package com.duty.manager.controller;
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import com.duty.manager.dto.GetExecutionFactDTO;

import com.duty.manager.dto.GetTestimonyDTO;

import com.duty.manager.dto.RecordExecutionFactDTO;

import com.duty.manager.service.ExecutionFactService;

import com.duty.manager.service. TestimonyService;

import io.swagger.v3.0as.annotations.Operation;

import io.swagger.v3.0as.annotations.Parameter;

import io.swagger.v3.0as.annotations.media.ArraySchema;

import io.swagger.v3.0as.annotations.media.Content;

import io.swagger.v3.0as.annotations.media.Schema;

import io.swagger.v3.0as.annotations.responses. ApiResponse;
import lombok.RequiredArgsConstructor;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;

import org.springframework.security.core.Authentication;

import org.springframework.web.bind.annotation.DeleteMapping;
import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.PostMapping;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.ResponseStatus;
import org.springframework.web.bind.annotation.RestController;

import java.time.LocalDateTime;
import java.util.List;
import java.util. UUID;

@RestController

@RequiredArgsConstructor
@RequestMapping("/api/v1l/execution-facts")
public class ExecutionFactController {

private final ExecutionFactService executionFactService;
private final TestimonyService testifyExecutionFact;

@GetMapping(path = "/finished", params = {"from"})
@Operation(description = "Returns execution facts based on specified date range, \"finish date\" is used for search,"

"Default value for \"to\" is current day. The limit for maximal list size is 200")
@ApiResponse(
responseCode = 200",
description = "Retrieved",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
array = @ArraySchema(
schema = @Schema(implementation = GetExecutionFactDTO.class)
)
)

)
public List<GetExecutionFactDTO> getFinishedForDateRange(@RequestParam LocalDateTime from,

@RequestParam(required = false) LocalDate Time to,

120



@RequestParam(required = false) Integer pageSize) {
return executionFactService.getFinishedForDateRange(from, to, pageSize);

}

@PostMapping
@Operation(
description = "Records given execution fact."
)
@ResponseStatus(HttpStatus. CREATED)
@ApiResponse(
responseCode = "201",
description = "Returns id of execution fact that was recorded",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = UUID.class)
)
)
public ResponseEntity<UUID> recordExecutionFact(@RequestBody RecordExecutionFactDTO factDTO) {
return
ResponseEntity.status(HttpStatus. CREATED.value()).body(executionFactService.recordExecutionFact(factDTO));
}

@PostMapping("/finished")
@Operation(
description = "Sets finish time for execution fact with given id to current time." +
" You can finish only your execution task, ADMIN can finish any."
,parameters = @Parameter()
)
@ApiResponse(
responseCode = 200",
description = "Finish time was set successfully"
)
public void finishExecution(@RequestBody UUID executionFactld, Authentication authentication) {
executionFactService.finishExecution(executionFactld, authentication);

}

@PostMapping("/{executionFactld}/testimonies")
@Operation(
description = "Authenticated person testifies execution fact."
)
@ApiResponse(
responseCode = "201",
description = "Execution fact was successfully testified. It returns id of created testimony",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = UUID.class)
)
)
public ResponseEntity<UUID> testifyExecutionFact(@PathVariable UUID executionFactld, Authentication
authentication) {
return ResponseEntity.status(HttpStatus. CREATED.value())
.body(testifyExecutionFact.testifyExecutionFact(executionFactld, authentication));

}
@GetMapping(*'/{executionFactld}/testimonies")
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@Operation(description = "Returns testimonies for specified execution fact. Default value for \"page\" is 0,\n" +
" \"pageSize\" is 200. Min value for page is 0, Max value for page size is 200.")
@ApiResponse(
responseCode = "200",
description = "Returns testimonies for specified execution fact.",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
array = @ArraySchema(
schema = @Schema(implementation = GetTestimonyDTO.class)
)
)
)
public List<GetTestimonyDTO> getTestimoniesForExecutionFact(@PathVariable UUID executionFactld,
@RequestParam(required = false, defaultValue ="0")
Integer page,
@RequestParam(required = false, defaultValue ="200")
Integer pageSize) {
return testifyExecutionFact.getTestimoniesForExecutionFact(executionFactld, page, pageSize);

}

@GetMapping(path = "/finished", params = {"from", "executorld"})
@Operation(description = "Returns execution facts based on specified date range and for specific executor,” +
" \"finish date\" is used for search, Default value for \"to\" is current day. The limit for maximal™ +
" list size is 200™)
@ApiResponse(
responseCode = 200",
description = "Retrieved",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
array = @ArraySchema(
schema = @Schema(implementation = GetExecutionFactDTO.class)
)
)
)
public List<GetExecutionFactDTO> getFinishedForDateRangeForExecutor(@RequestParam LocalDateTime from,
@RequestParam(required = false) LocalDateTime to,
@RequestParam UUID executorld,
@RequestParam(required = false) Integer pageSize) {
return executionFactService.getFinishedForDateRangeForParticipant(from, to, executorld, pageSize);

}

@GetMapping(path = "/active", params = {"from"})
@Operation(description = "Returns execution facts based on specified date range," +
" \"start date\" is used for search, ignores all records that have \"finish time\", Default value for \"to\'"" +
" is current day. The limit for maximal list size is 200™)
@ApiResponse(
responseCode = 200",
description = "Retrieved",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
array = @ArraySchema(
schema = @Schema(implementation = GetExecutionFactDTO.class)

)

122



public List<GetExecutionFactDTO> getActiveForDateRange(@RequestParam LocalDateTime from,
@RequestParam(required = false) LocalDateTime to,
@RequestParam(required = false) Integer pageSize) {
return executionFactService.getActiveForDateRange(from, to, pageSize);

}

@GetMapping(path = "/active", params = {"from", "executorld"})

@Operation(description = "Returns execution facts based on specified date range and for specific executor," +
" \"start date\" is used for search, ignores all records that have \"finish time\", Default value for \"to\"" +

" is current day. The limit for maximal list size is 200")
@ApiResponse(
responseCode = 200",
description = "Retrieved",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
array = @ArraySchema(
schema = @Schema(implementation = GetExecutionFactDTO.class)
)
)
)

public List<GetExecutionFactDTO> getActiveForDateRangeForExecutor(@RequestParam LocalDateTime from,

@RequestParam(required = false) LocalDateTime to,

@RequestParam UUID executorld,

@RequestParam(required = false) Integer pageSize) {
return executionFactService.getActiveForDateRangeForParticipant(from, to, executorld, pageSize);

}

@GetMapping(params = {"from"})
@Operation(description = "Returns execution facts based on specified date range," +
" \"start date\" or \"finish time\" is used for search, Default value for \"to\"" +
" is current day. The limit for maximal list size is 200™)
@ApiResponse(
responseCode = 200",
description = "Retrieved",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
array = @ArraySchema(
schema = @Schema(implementation = GetExecutionFactDTO.class)
)
)

)
public List<GetExecutionFactDTO> getForDateRange(@RequestParam LocalDateTime from,

@RequestParam(required = false) LocalDateTime to,
@RequestParam(required = false) Integer pageSize) {
return executionFactService.getinRange(from, to, pageSize);

}

@GetMapping(params = {"from", "executorld"})
@Operation(description = "Returns execution facts based on specified date range and for specific executor," +
" \"start date\" or \"finish time\" is used for search, Default value for \"to\"" +
"is current day. The limit for maximal list size is 200™)
@ApiResponse(
responseCode = 200",
description = "Retrieved",
content = @Content(
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mediaType = MediaType.APPLICATION_JSON_VALUE,
array = @ArraySchema(

schema = @Schema(implementation = GetExecutionFactDTO.class)

)
)
)

public List<GetExecutionFactDTO> getForDateRangeForExecutor(@RequestParam LocalDateTime from,
@RequestParam(required = false) LocalDateTime to,

@RequestParam UUID executorld,

@RequestParam(required = false) Integer pageSize) {
return executionFactService.getinRangeForParticipant(from, to, executorld, pageSize);

}

@GetMapping("/{id}™)
@Operation(description = "Returns execution fact by given id.")
@ApiResponse(
responseCode = "200",
description = "Retrieved",
content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = GetExecutionFactDTO.class)
)

)
public GetExecutionFactDTO getBylD(@PathVariable UUID id) {
return executionFactService.getByld(id);

}

@DeleteMapping("/{id}")
@Operation(
description = "Deletes execution fact with given id"
)
@ApiResponse(
responseCode = "200",
description = "Means that execution fact was deleted"
)
@ApiResponse(
responseCode = "400",

description = "Means that execution fact with given identifier does not exist",

content = @Content(
mediaType = MediaType.APPLICATION_JSON_VALUE,
schema = @Schema(implementation = ExceptionResponse.class)
)

)
public void deleteExecutionFact(@PathVariable UUID id) {

executionFactService.deleteExecutionFact(id);

¥
¥

package com.duty.manager.controller;

import com.fasterxml.jackson.annotation.JsonFormat;

import com.fasterxml.jackson.databind.annotation.JsonSerialize;

import com.fasterxml.jackson.datatype.jsr310.ser.LocalDateTimeSerializer;
import lombok.Builder;
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import lombok.Data;
import org.springframework.http.HttpStatus;

import java.time.LocalDateTime;

@Data
@Builder(setterPrefix = "with")
public class ExceptionResponse {

private final String message;
private final HttpStatus httpStatus;

@JsonSerialize(using = LocalDate TimeSerializer.class)
@JsonFormat(pattern = "yyyy-MM-dd HH:mm:ss")
private final LocalDateTime date;

}

package com.duty.manager.controller;

import com.duty.manager.dto. AuthenticationRequestDTO;

import com.duty.manager.dto.GetParticipantDTO;

import com.duty.manager.service.impl.JwtService;

import lombok.RequiredArgsConstructor;

import org.springframework.http.ResponseEntity;

import org.springframework.security.authentication. AuthenticationManager;
import org.springframework.security.authentication.UsernamePassword AuthenticationToken;
import org.springframework.security.core.userdetails.UserDetailsService;
import org.springframework.web.bind.annotation.PostMapping;

import org.springframework.web.bind.annotation.RequestBody;

import org.springframework.web.bind.annotation.RequestMapping;

import org.springframework.web.bind.annotation.RestController;

@RestController
@RequiredArgsConstructor
@RequestMapping(“/api/vl/auth™)
public class AuthenticationController {

private final AuthenticationManager authenticationManager;
private final UserDetailsService userDetailsService;
private final JwtService jwtService;

@PostMapping("/jwt")
public ResponseEntity<GetParticipantDTO> login(@RequestBody AuthenticationRequestDTO
authenticationRequest) {
authenticationManager.authenticate(
new UsernamePasswordAuthenticationToken(
authenticationRequest.getEmail(),
authenticationRequest.getPassword())
)i
return ResponseEntity.ok(
jwtService.generateToken(
userDetailsService.loadUserByUsername(authenticationRequest.getEmail())

)
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